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An Act to Update Certain Terms and References Regarding Information Technology and Cybersecurity
L.D. 
An Act to Update Certain Terms and References Regarding Information Technology and Cybersecurity
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[bookmark: _STATUTE_NUMBER__8a50ecdb_d08a_44cc_96da][bookmark: _STATUTE_SS__8903198c_2761_4873_8cec_f18][bookmark: _PAGE__3_be43e6fb_7648_437d_8932_a45724b][bookmark: _PAR__1_60b8e6a4_f47f_49dd_8322_ceb8560e][bookmark: _LINE__1_d4ddf11e_3291_42be_adcc_4c7f271][bookmark: _STATUTE_HEADNOTE__d8e97b4b_a580_4984_8d][bookmark: _PROCESSED_CHANGE__bdbaee82_db86_4c0e_92][bookmark: _PROCESSED_CHANGE__46458a0c_ecd6_4d63_81][bookmark: _LINE__2_3afa0c83_4039_45c0_ade8_60bddd5][bookmark: _STATUTE_CONTENT__3196736f_1f74_4174_984][bookmark: _PROCESSED_CHANGE__f5f3e0ad_6ccc_49b0_94][bookmark: _LINE__3_7cc96c9a_f2a5_4635_bc62_5915169][bookmark: _LINE__4_9b77e7aa_49d7_43f0_9438_f99909a][bookmark: _PROCESSED_CHANGE__b95935b9_4117_42b9_a4][bookmark: _PROCESSED_CHANGE__d64c815c_ae6a_454a_99][bookmark: _LINE__5_3eb89f6d_a789_4099_93f7_19c2218]3.  Develop and administer written standards for data processing information technology enterprise services and telecommunications.  The Chief Information Officer, or the Chief Information Officer's designee, shall develop and administer written standards for data processing information technology enterprise services and telecommunications.  These written standards pertain to:
[bookmark: _STATUTE_NUMBER__c0c70bf1_a965_4dba_9b7a][bookmark: _STATUTE_P__1bc4761d_caad_4fda_988b_3ad1][bookmark: _PAR__2_ba07fb35_0078_46d7_b33e_bd4ee727][bookmark: _LINE__6_43e910a6_085f_4fb7_be1c_964fd35][bookmark: _STATUTE_CONTENT__fe9840c5_4fbd_4dcd_bc6]A.  Acquisition of equipment;
[bookmark: _STATUTE_NUMBER__4d3cdf9a_00a7_40f2_96b6][bookmark: _STATUTE_P__fd95886b_e95c_462a_9b6a_23c0][bookmark: _PAR__3_2976d1f8_711e_4fa2_ac7c_2a704d5f][bookmark: _LINE__7_ee9f33dd_4500_41ff_ab58_498cae7][bookmark: _STATUTE_CONTENT__9f26f25e_321f_46fa_90d]B.  Acquisition of computer software and systems;
[bookmark: _STATUTE_NUMBER__e64aeefc_2e5a_4578_b8c2][bookmark: _STATUTE_P__93621ac1_be16_4f22_81d0_dd3c][bookmark: _PAR__4_cf254b04_35df_424a_9bd8_4a1ca989][bookmark: _LINE__8_74e88afe_2c7a_40f0_bb67_491d776][bookmark: _STATUTE_CONTENT__db5752ac_5396_44f4_ba1]C.  Development of computer systems and computer programs;
[bookmark: _STATUTE_NUMBER__bddf8868_94c3_4b6d_a4da][bookmark: _STATUTE_P__81f3f336_09ef_4a58_925b_c6de][bookmark: _PAR__5_248ec269_8dca_4b79_aa76_f24bd66a][bookmark: _LINE__9_60e7f2b7_2a97_4d9f_a9d2_fd01af3][bookmark: _STATUTE_CONTENT__4939180d_b165_4dd2_b17][bookmark: _PROCESSED_CHANGE__b919f11d_9b6b_42aa_b0]D.  Computer operations; and
[bookmark: _STATUTE_NUMBER__781840a0_8673_4e37_84b2][bookmark: _STATUTE_P__444aadb9_42cd_4dee_8001_b806][bookmark: _PAR__6_2bfeaf64_fe4e_4b2f_891c_38e1d2cf][bookmark: _LINE__10_020238d3_29b4_4b75_992b_0bb194][bookmark: _PROCESSED_CHANGE__3e65a983_8cfe_427a_86][bookmark: _STATUTE_CONTENT__66581054_3425_402c_baf][bookmark: _LINE__11_c26889da_240d_4554_a19c_a3baee]D-1.  Information security and cybersecurity policies, procedures and related operations; and
[bookmark: _STATUTE_NUMBER__176f21f4_b712_4624_a9a0][bookmark: _STATUTE_P__224c3e72_6709_4b1b_a6d4_4c80][bookmark: _PAR__7_c9a23cc5_4443_4e06_9027_705815d3][bookmark: _LINE__12_7bed1942_21aa_4486_9b2e_d97858][bookmark: _STATUTE_CONTENT__bf0a55a3_1a69_46be_8e1][bookmark: _PROCESSED_CHANGE__49c7ed3a_c4c0_4878_b9][bookmark: _LINE__13_c3789c66_3275_4e6f_ac11_7daafd]E.  Any other standards determined necessary by the Chief Information Officer and the board.
[bookmark: _BILL_SECTION_HEADER__06b89c41_6e95_4f43][bookmark: _BILL_SECTION__5a7e411f_a92d_411c_b747_2][bookmark: _PAR__8_73cd4bd8_d908_40ed_96dc_d6bb5dcc][bookmark: _LINE__14_b23b5125_25af_43d3_ba65_c9114a][bookmark: _BILL_SECTION_NUMBER__a6f70b2f_94df_4c8e][bookmark: _LINE__15_7c49cb18_0709_4396_a765_35106c]Sec. 15.  5 MRSA §1975, as amended by PL 2005, c. 12, Pt. SS, §15, is further amended to read:
[bookmark: _STATUTE_S__fa9a51d8_5744_46f4_903c_9a16][bookmark: _PAR__9_f262097a_ba73_4296_bb4b_d8a8350a][bookmark: _LINE__16_101eb031_eebb_4e23_9b60_e32921][bookmark: _STATUTE_NUMBER__fbc79d1b_5886_4f70_9b5d][bookmark: _STATUTE_HEADNOTE__efd55249_3174_483a_a7]§1975.  Noncompliance
[bookmark: _STATUTE_CONTENT__fd9e5715_eba6_45ed_bc9][bookmark: _STATUTE_P__7d75fbab_ab88_49a8_bf92_73ba][bookmark: _PAR__10_dfecc212_9484_4ed6_963a_0089ce6][bookmark: _LINE__17_f4f0e57b_eed9_4e6a_962c_b18dba][bookmark: _PROCESSED_CHANGE__b340e83f_91ab_4aea_b9][bookmark: _PROCESSED_CHANGE__96cacef3_833c_4598_ad][bookmark: _PROCESSED_CHANGE__cb42d319_ab93_406e_8a][bookmark: _LINE__18_ce786a26_0166_4b96_8595_973218][bookmark: _LINE__19_a233ee92_6150_4b65_b7a8_9a7fbd][bookmark: _PROCESSED_CHANGE__b26022dd_54ba_41b0_8a][bookmark: _PROCESSED_CHANGE__dedfa0b8_3c71_4662_b0][bookmark: _LINE__20_745ea400_758a_4d74_ac2d_e18800][bookmark: _PROCESSED_CHANGE__c4ffbd48_8080_4acd_a4][bookmark: _PROCESSED_CHANGE__fcd20d10_9086_495e_87][bookmark: _PROCESSED_CHANGE__80b7b20d_2e8e_4e7c_88][bookmark: _LINE__21_1fd7e320_d117_4bda_9428_03c226][bookmark: _LINE__22_5ac547ad_5725_4de3_b366_add5bf][bookmark: _PROCESSED_CHANGE__d8307f04_573c_4d1b_89][bookmark: _LINE__23_cfa782a0_28e0_4688_a1a6_db5fb8][bookmark: _PROCESSED_CHANGE__25ea7f7e_2ce2_4a53_9a][bookmark: _PROCESSED_CHANGE__e85d3af5_a310_4075_a9][bookmark: _LINE__24_bf4b5c02_db46_4694_a046_08f1a6][bookmark: _PROCESSED_CHANGE__ac2f5b23_0af9_41ce_b0][bookmark: _LINE__25_ed9b718b_4be3_4f66_a33a_1bdfb3][bookmark: _PROCESSED_CHANGE__109210c5_fdcf_45d5_96][bookmark: _LINE__26_83279f8b_07da_40f0_8d63_b64206]The purchase of data processing information technology equipment, hardware, software or services or internal systems development efforts may not be made except in accordance with this chapter.  An agency may not purchase any data processing information technology equipment, hardware, software or services without that are out of compliance with the office's policies and procedures. All such purchases require the prior written approval of the commissioner or the Chief Information Officer or the Chief Information Officer's designee.  The State Controller may not authorize payment for data processing information technology equipment, hardware, software or services without evidence of prior approval of the purchases by the commissioner or the Chief Information Officer or the Chief Information Officer's designee.
[bookmark: _STATUTE_NUMBER__2a76f487_83fd_4349_a5fd][bookmark: _STATUTE_SS__f34f62c7_02c6_4bd9_a556_d9b][bookmark: _PAR__11_e1bbdcaa_e042_4bcb_9eac_4851a18][bookmark: _LINE__27_d35fa0d3_7ada_40b8_ab65_b1dfdf][bookmark: _STATUTE_HEADNOTE__65a6df65_5ffd_486a_a6][bookmark: _PROCESSED_CHANGE__12a69630_8718_4fb3_a6][bookmark: _STATUTE_CONTENT__036b400d_bb2b_4ee6_b58][bookmark: _LINE__28_85f69875_11d5_4ebe_a73f_8f9b59]1.  Noncompliance defined.  A state agency is in noncompliance with this chapter if the agency:
[bookmark: _STATUTE_NUMBER__5d56d5e4_d055_4525_a45e][bookmark: _STATUTE_P__43b667a7_c6e0_4ee6_832e_94c9][bookmark: _PAR__12_b5279120_4562_423e_9247_f6c2b4d][bookmark: _LINE__29_233ee8b2_68b4_4586_ba0d_b91964][bookmark: _STATUTE_CONTENT__21590e78_d499_4773_8c8][bookmark: _PROCESSED_CHANGE__7dad0dac_b306_4e2b_8a][bookmark: _PROCESSED_CHANGE__1a04ec36_7d6c_4a25_b0][bookmark: _PROCESSED_CHANGE__1b5bef10_8fd9_436d_a9][bookmark: _LINE__30_b6ddde7b_624a_4047_af80_59ad08]A.  Purchases data processing information technology equipment, hardware, software or services in noncompliance with this chapter; or
[bookmark: _STATUTE_NUMBER__c087fb92_6f2c_40cc_afd5][bookmark: _STATUTE_P__5a5bcca1_a655_491d_b646_af4d][bookmark: _PAR__13_e9ae5de9_fd61_477c_9a70_0927373][bookmark: _LINE__31_7a5233b9_f00a_4014_8903_224737][bookmark: _STATUTE_CONTENT__b8ef5ee6_acbf_41a3_bf6][bookmark: _PROCESSED_CHANGE__45ff4057_1aa7_47c3_a1][bookmark: _PROCESSED_CHANGE__fe43b498_66cd_4b13_99][bookmark: _LINE__32_cdfb7278_05dd_4ce5_8c17_4d7958][bookmark: _PROCESSED_CHANGE__c335688c_65f2_4710_a9][bookmark: _LINE__33_40c080fb_0238_42d2_b303_00e0aa]B.  Fails to adhere to the data processing information security or cybersecurity standards established by the commissioner and the Chief Information Officer or the Chief Information Officer's designee.
[bookmark: _STATUTE_NUMBER__620d525d_3d94_4bd2_b4ff][bookmark: _STATUTE_SS__794e00d5_ea19_4e4a_8d34_e9a][bookmark: _PAR__14_b9efb45e_e41e_437f_b4e8_5f43e93][bookmark: _LINE__34_58e4eb2b_b693_48bd_bb6e_deb355][bookmark: _STATUTE_HEADNOTE__fdd70962_dd91_4d1f_92][bookmark: _PROCESSED_CHANGE__fa50b1da_5e1c_4492_bc][bookmark: _STATUTE_CONTENT__733cb776_c4fa_4266_84a][bookmark: _PROCESSED_CHANGE__2c8242f3_4614_4693_bb][bookmark: _PROCESSED_CHANGE__3ac9b8f1_7397_45e8_b3][bookmark: _PROCESSED_CHANGE__08bc09d0_c010_477a_a0][bookmark: _LINE__35_39eaa66d_f08d_40fe_9771_a37c5c][bookmark: _PROCESSED_CHANGE__b955d66f_55f2_450f_b5][bookmark: _PROCESSED_CHANGE__8fc2803b_2bca_4132_98][bookmark: _LINE__36_031a50a6_719c_42d4_bb98_a1f8fe][bookmark: _LINE__37_c34080d2_7a9c_4ddf_9a97_6f234a][bookmark: _LINE__38_a74a6495_4a72_4c87_8e76_7d31fd]2.  Penalty.  Any A state agency found to be in noncompliance as defined described in this section is prohibited from acquiring or purchasing data processing equipment, information technology equipment, hardware, software and services until the commissioner or the Chief Information Officer determines that the state agency is in compliance with this chapter.
[bookmark: _STATUTE_CONTENT__8585cfb7_cb47_419c_884][bookmark: _STATUTE_P__708092d5_ee54_4d1f_a387_d1c7][bookmark: _PAR__15_6637865c_f505_4d1a_abe1_a5cc02f][bookmark: _LINE__39_85b87982_ff69_48c7_a6c8_9b11ee][bookmark: _LINE__40_b6466bec_a0d6_4de3_ba3c_684d0e][bookmark: _PROCESSED_CHANGE__d521b9c1_9038_4e65_84][bookmark: _PROCESSED_CHANGE__4eeafadb_86a0_41b7_8c][bookmark: _LINE__41_34803e55_ef2b_45b4_a253_9edb6d][bookmark: _LINE__42_b57d8f21_66a4_40c4_b967_1e72ea]Notwithstanding the provisions of this section, the commissioner or the Chief Information Officer may act to acquire or purchase data processing equipment, information technology equipment, hardware, software and services to maintain or meet the emergency needs of a state agency.
[bookmark: _STATUTE_NUMBER__3639c292_b345_4eaf_8d9e][bookmark: _STATUTE_SS__dc11e946_f3f1_4b0b_9a27_9eb][bookmark: _PAGE__4_d9f82ddc_fcae_47e4_974e_ed5ba79][bookmark: _PAR__1_93041beb_054b_4e6c_89c3_ada0e09b][bookmark: _LINE__1_2c267277_fe22_4f67_b245_b7f524c][bookmark: _PROCESSED_CHANGE__b2b017b3_2ab2_4ada_92][bookmark: _STATUTE_HEADNOTE__22aebacf_2a9e_436d_a1][bookmark: _STATUTE_CONTENT__520dc7db_c5dd_48cd_912][bookmark: _LINE__2_013cd5a5_ecb8_4010_842c_3b3eb48][bookmark: _LINE__3_c5cbbfe0_ff94_4ea2_88bf_e094abf][bookmark: _LINE__4_c78ca4f5_0f6c_4ca6_9b55_84686c9][bookmark: _LINE__5_7dd21c0f_ce43_4c91_b03e_1e3f29d]3.  Cybersecurity services.  Notwithstanding the requirements of sections 1553 and 1825-B, or any other statutory or regulatory provisions to the contrary, the Chief Information Officer, after reasonable investigation, may procure cybersecurity services on a retainer basis when determined necessary to ensure the State is prepared to detect, prevent and respond to cyberattacks.
[bookmark: _BILL_SECTION_HEADER__9d2c95a8_b161_483a][bookmark: _BILL_SECTION__d41b679f_5ad2_4bd4_b72f_f][bookmark: _PAR__2_7e190d12_e1b2_480c_910c_c591539f][bookmark: _LINE__6_20af30d1_1b5a_4f29_aa6b_1a05877][bookmark: _BILL_SECTION_NUMBER__fb64419b_ed52_4f1e][bookmark: _LINE__7_d01f5bb1_cded_48c0_9342_d116ea9]Sec. 16.  5 MRSA §1981, first ¶, as enacted by PL 2005, c. 12, Pt. SS, §16, is amended to read:
[bookmark: _STATUTE_CONTENT__952271dd_ebcd_425f_9f5][bookmark: _STATUTE_P__421b8fd1_f3b8_428d_9dec_9c39][bookmark: _PAR__3_44886d05_f6eb_42c1_a305_cfc5873e][bookmark: _LINE__8_eb60cc6b_bbb6_4221_9c71_0a009b7][bookmark: _LINE__9_60ffe42e_7679_4c70_a058_55f358d][bookmark: _LINE__10_92fbec0a_8052_4147_9c52_9c66f6][bookmark: _PROCESSED_CHANGE__cd87d692_9479_4d48_a6][bookmark: _LINE__11_aaa34ec5_d184_448c_ad05_62f9bc][bookmark: _LINE__12_b042642b_14d4_4905_ac09_ac4003][bookmark: _LINE__13_054d30e4_14e6_4c81_8fc3_eeb293][bookmark: _LINE__14_c68eaaea_3969_4ccb_ab0a_b624e7][bookmark: _PROCESSED_CHANGE__f122b66b_b046_4da2_bd][bookmark: _LINE__15_c5104db0_e21f_4574_a147_5357dc][bookmark: _LINE__16_7c4577fd_fa8a_43d4_b823_8fea58][bookmark: _PROCESSED_CHANGE__02949245_d446_48c2_a4][bookmark: _PROCESSED_CHANGE__b8e4e37a_fcbb_48aa_85]The mission of the Office of Information Technology includes providing high-quality, responsive, cost-effective information technology services to the agencies, instrumentalities and political subdivisions of State Government to ensure the confidentiality, integrity and availability of the information transacted, stored or processed by information and communications technology infrastructure, systems or services affecting the enterprise, whether physical or nonphysical.  These services include, but are not limited to, information security, cybersecurity, voice and data computer and networking services, applications development and maintenance and desktop support, centralized geographic information systems and data and security advice to services for customers.
[bookmark: _BILL_SECTION_HEADER__7a983ebf_940c_401a][bookmark: _BILL_SECTION__5e3c93fe_fd54_4f00_9790_a][bookmark: _PAR__4_2f1f2777_beaf_4d9f_aec9_0a35226d][bookmark: _LINE__17_185aa98e_0a99_42c9_9719_80e188][bookmark: _BILL_SECTION_NUMBER__8854e989_798b_4f57][bookmark: _LINE__18_2dc1654c_ef3a_4d4f_9244_d26103]Sec. 17.  5 MRSA §1981, sub-§2, as enacted by PL 2005, c. 12, Pt. SS, §16, is amended to read:
[bookmark: _STATUTE_NUMBER__999b2e9f_4b6f_4d93_a957][bookmark: _STATUTE_SS__16b9ca31_bfc3_461b_8064_a73][bookmark: _PAR__5_ec1d55fb_e791_49dc_9440_b53ba25c][bookmark: _LINE__19_73da7fdd_64db_4318_b97a_99d05d][bookmark: _STATUTE_HEADNOTE__d5414de8_2cac_4263_ab][bookmark: _STATUTE_CONTENT__aaf85842_fb66_4e1c_b08][bookmark: _PROCESSED_CHANGE__8e15cb5d_2e34_4eea_a8][bookmark: _LINE__20_bbde76ac_2be4_45ae_83b4_66c5ef][bookmark: _PROCESSED_CHANGE__44767295_472d_4e15_b5][bookmark: _LINE__21_c17171f5_5e9d_437d_8239_6d70de][bookmark: _LINE__22_982a5fd1_fa81_4cae_ad5a_ae069a][bookmark: _LINE__23_05924b93_55b7_4472_b42f_661344][bookmark: _LINE__24_ff18673b_380c_44bb_8991_3f9bf7][bookmark: _LINE__25_31c30066_869d_4c86_9601_99b71b][bookmark: _PROCESSED_CHANGE__5f2ba6b8_ef51_4e6a_88][bookmark: _LINE__26_bd966b45_1542_4ec3_b0f1_c738ac][bookmark: _LINE__27_c4fa1d8c_6dd0_4b20_bb06_31b674][bookmark: _LINE__28_f5dcfa53_dbcf_48cf_9ceb_0aff04]2.  Duties of office.  The office shall provide the major data processing and telecommunications information technology enterprise services in State Government, including computer operations and programming and applications systems.  The office, as authorized by the commissioner, shall work to ensure consistency in programming services, stability in data processing functions, reliability in the operation and maintenance of systems throughout State Government and responsiveness and flexibility to react to changing situations and needs. The office shall establish information security and cybersecurity standards and policies to ensure the protection of information and communications technology infrastructure, systems and services affecting the enterprise, whether physical or nonphysical, against emerging cybersecurity risks and cyberattacks.
[bookmark: _SUMMARY__2120cb10_28ba_4a9a_bcd7_184a50][bookmark: _PAR__6_8019ab8e_a63e_4144_bd36_ba9affdd][bookmark: _LINE__29_0896184a_7dbe_496e_a89a_171b41]SUMMARY
[bookmark: _PAR__7_deda8cbf_bba7_44a0_8de3_2c4491cd][bookmark: _LINE__30_612ebdff_bddf_41b8_b3ad_42e539][bookmark: _LINE__31_59369c9f_e514_4d29_af06_b906ea][bookmark: _LINE__32_2ab99077_e215_47f6_9b8a_988bae]This bill makes necessary technical changes to update the statutes governing the Department of Administrative and Financial Services, Office of Information Technology to align with recent statutory updates and best practices. The bill does the following.
[bookmark: _PAR__8_71de27ed_a24a_4748_8449_b1d54d8d][bookmark: _LINE__33_e36a8e9e_b4fe_45be_bb28_532283][bookmark: _LINE__34_e5a5f252_cd5f_4a4b_8c3f_842b7c]1. It allows the Chief Information Officer to have an authorized designee in certain instances.
[bookmark: _PAR__9_bac82ab7_bebc_4107_afa1_b53dcf6b][bookmark: _LINE__35_8ce4b94e_380f_4e2d_876f_fddfc9][bookmark: _LINE__36_f1a99db3_ee49_4627_bebe_ae4d79][bookmark: _LINE__37_4ec64c62_c127_4d60_95a0_348f2e]2. It includes certain definitions to align with the recently enacted definition of "cyberattack" and updates terminology to reflect national best practices for cybersecurity and information security.
[bookmark: _PAR__10_5b6b090f_6e33_4b8b_882a_a270eae][bookmark: _LINE__38_a9f38f87_bb2d_4a12_b81a_dd7436][bookmark: _LINE__39_cb9b04be_0acd_4f62_931a_13d970]3. It updates language regarding the mission of the office to reflect the bill's terminology changes.
[bookmark: _PAR__11_8f0c429e_6d13_4028_9bc5_f697eef][bookmark: _LINE__40_dfafb383_366c_42b5_bc38_2cbb83][bookmark: _LINE__41_0a47ad4f_2d7f_4a74_ae6f_42afa6][bookmark: _LINE__42_276306f4_d31d_47dc_adc6_313145]4. It updates a provision of statute regarding competitive bidding to allow the office to procure information technology products or services necessary to detect, prevent and respond to cyberattacks.
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