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(U) New England States Rate of Positive Cases COVID-19 Per 100,000 Population: 

 
 
(U) Number of COVID-19 Cases in the United States, by State or Territory: 

 
 
 
 

(U) Source: New Hampshire Information and Analysis Center 

 

(U) Source: U.S. Centers for Disease Control and Prevention 
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(U) COVID-19 (Update 120): Worldwide (Phase 2- Concern 0051-20): 
 
(U//FOUO) A daily update from the Department of Homeland Security regarding the impact of COVID-19. 
 

(U//FOUO) Command and Coordination Center (CCC) Daily Coronavirus (COVID-19) Monitoring: 
 
(U//FOUO) A daily update from Interpol Command and Coordination Center regarding the impact of COVID-19 
worldwide. 
 

(U//FOUO) Free Training: N95 Respirators: Use and Limitations and Respiratory Protection Policy 
Template: 
 
(U//FOUO) During the COVID-19 Pandemic, law enforcement agencies are issuing N95 Respirators. Dirigo 
Safety has created a FREE online training course for all law enforcement agencies. The course covers all the 
OSHA recommended guidelines and provides a course completion certificate to users who successfully 
complete the criterion exam. An account is needed to access the training. 

(U//LES) Scams and Fraud Campaigns Exploiting COVID-19 Likely to Continue: 
 
(U//LES) The COVID-19 pandemic has created an environment ripe for fraudulent activity, with threat actors 
leveraging fears of the virus to perpetrate a variety of malicious and criminal exploitation. Observed scams and 
fraud have included selling fraudulent personal protective equipment (PPE), hawking fake cures and tests, 
spreading disinformation, phishing campaigns, and other related scams. The New York City Police Department 
Intelligence Bureau (IB) assesses that this activity will continue, and it will potentially pivot to leverage 
changing government responses to the pandemic and shifting needs for supplies. Additionally, the IB assesses 
that cyber-enabled crime will also evolve to prey upon the public’s need to remain updated on the stream of 
ever-changing COVID-19-related information and may shift from COVID-19 themed outbreak to recovery lures. 
 
(U//FOUO) Incarcerated Gang Members Granted Early Release Due to COVID-19 Likely Will Engage in 
Criminal Activity on Streets, Endangering Public Safety: 
 
(U//FOUO) The Federal Bureau of Investigation assesses that incarcerated gang members granted early 
release due to coronavirus disease 19 (COVID-19) concerns likely will engage in criminal activity in the area of 
their release, endangering public safety. 
 

(U//LES) COVID-19 Almost Certainly Impeding Transnational Criminal Organization Drug Operations, 
Resulting in Higher Prices and Disrupted Flow into the United States: 
 
(U//LES) The FBI assesses the COVID-19 virus almost certainly is impeding transnational criminal organization 
(TCO) drug operations, resulting in higher prices and disrupted flow into the United States. As the COVID-19 
virus continues to significantly impact global travel and commerce, TCOs are unable to import Chinese 
precursor chemicals to produce methamphetamine; this began after the first COVID-19 case in China in 
December 2019, and already it has affected the availability and price of Mexican-produced methamphetamine. 
Drug trafficking operations have been impeded by commercial restrictions, quarantines, and infected TCO 
members, resulting in cocaine stockpiles in Colombia. 
 

(U//FOUO) OTHER NOTABLE INFORMATION: 




US Department of Homeland Security


(U) COVID-19 (Update 120): Worldwide (Phase 2 - Concern NOC 0051-20)


Report as of: 1021 ET 23 April 20


(U) Overview:  As of 0800 ET 23 Apr, CDC reported 825,909 (+29,459) cases and 46,234 (+2,367) fatalities in the
U.S.  On 22 Apr, the President signed an Executive Order (effective 2359 ET 23 Apr), which suspends entry of certain
aliens as immigrants for 60 days, citing the COVID-19 crisis and job shortages in the U.S.


(U) The GA governor announced plans for reopening the state on 24 Apr.  As of 21 Apr, GA appeared to be stable;
however, Atlanta was still exhibiting an increase in cases and accounted for 53 percent of new cases in GA. 
Conversely, Detroit and surrounding jurisdictions in MI, have experienced a steady decline in cases since 7 Apr.


(U) The AZ Governor issued an executive order lifting restrictions on elective surgeries put in place due to COVID-19. 
The CA Governor announced healthcare facilities can begin scheduling surgeries and ordered a review of autopsies
dating back to Dec 2019.


(U) DOS reports 685 flights repatriated 64,924 people from 122 countries since 29 Jan.  There are 51 additional flights
scheduled in support of 17,279 repatriation requests.


(U) CDC and the U.S. Department of Agriculture’s (USDA) National Veterinary Services Laboratories confirmed the
first cases of SARS-COV-2 (a virus that causes COVID-19) were found in two cats.  A CDC/USDA joint statement
emphasizes there is no evidence pets play a role in spreading the COVID-19 virus in the U.S.


(U) USCG reports the cruise ship PACIFIC PRINCESS moored in Los Angeles, CA, has disembarked all passengers
(378 crew members remain aboard).  To date, the USCG has facilitated the discharge of over 275K passengers from
over 125 cruise ships.  USCG continues to track 121 cruise ships moored, anchored, or underway in the vicinity of a
U.S. port.  Currently 144 crew members on 26 of these ships have symptoms of influenza-like illnesses.
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https://www.whitehouse.gov/presidential-actions/proclamation-suspending-entry-immigrants-present-risk-u-s-labor-market-economic-recovery-following-covid-19-outbreak/

https://gov.georgia.gov/press-releases/2020-04-21/georgia-board-cosmetology-and-barbers-issues-safety-guidelines-reopening

https://azgovernor.gov/executive-orders

https://www.cdc.gov/media/releases/2020/s0422-covid-19-cats-NYC.html
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Pandemic Details 


 Current Phase: Pandemic 
 Next Phase: Transition 
 Total Cases: 2,635,716 
 Currently Infected: 1,734,206 
 Critical Cases: 56,686 
 Deaths: 184,066 
 Recovered: 717,444 


                                               
Virus Details 


 Total countries and territories: 210 countries/territories and 2 international conveyances: the Diamond 
Princess cruise ship harboured in Yokohama, Japan, and the Holland America's MS Zaandam cruise ship. 


 Latest countries/territories to report first cases: Nil 


 Transmission rate: Between 1.4 and 2.5 (according to WHO) 


 Fatality rate: 3.4% as per latest WHO briefing 


 Incubation period: 1 – 14 days (Possible outliers: 0 - 27 days)  


 WHO Q&A on coronaviruses (COVID-19) 
 
Comparisons 


 The novel coronavirus (COVID-19) death toll has surpassed MERS (final toll of 858 deaths in 2012) and 
SARS (final toll of 774 deaths in 2003). 


 The novel coronavirus (COVID-19) death toll has already surpassed the most conservative estimations of 
the 2009 H1N1 (Swine flu): Estimated between 151,700 and 575,400 deaths. 


OVERVIEW 



https://www.who.int/dg/speeches/detail/who-director-general-s-opening-remarks-at-the-media-briefing-on-covid-19---3-march-2020

https://www.who.int/news-room/q-a-detail/q-a-coronaviruses





 Influenza: 290,000 to 650,000 deaths per year. This figure corresponds to 795 to 1,781 deaths per day 
due to the seasonal flu. 


 
 


INTERPOL: NCBS, RBS, SBS, SRS AND IPSG 


 


 NCB Singapore sent a message to Zone IPCQ regarding Psychological Support for Policing in Pandemic 
report provided by the Singapore Police Force. 


 NCB Canberra provided the Australian Health Emergency Response Plan for Novel Coronavirus COVID-19 
following a request from NCB Ottawa sent to IPCQ. 


 NCB Brasilia sent message to GORS and CCC informing about the impact of COVD-19 on Crime and 
Policing in the country. 


 NCB Sarajevo provided updated statistics COVID 19 in their country. Also informed a measure of curfew 
has been imposed, with the exception for persons with an authorization issued by the competent 
authority. In accordance with the situation, this measure has been extended for an additional 15 days by 
the competent authorities. This measure came into force from 08:00 PM till 05.00 AM. 
 


WORLD 


 


 UN: For Earth Day, UN chief urges 'green recovery' in response to coronavirus. 


 EU: EU privacy body urges anonymization of location data for COVID-19 tracking. 


 World Bank: Migrant worker remittances to fall 20% amid COVID-19 pandemic: World Bank. 


 International: #FilmYourHospital COVID19-denying campaign stick on social media spreading 
misinformation. 


 WHO: WHO warns coronavirus to 'be with us for long time'. 
 


ZONE 2 - EUROPE 


 


 France: 
o France's official figures confirm slow decline of Covid-19 epidemic. 


 Germany: 
o Germany approves first live human testing trial of potential COVID-19 vaccine. 
o Coronavirus: Germany's states make face masks compulsory. 


 Spain: Spain's plans to begin winding down the coronavirus lockdown measures in the second half of 
May. 


 UK: 
o Early coronavirus test used on UK health workers was not effective: Minister. 
o UK government says 69 health workers have died of virus. 
o UK to test prevalence of COVID-19 in general population. 


 Romania: Romania hands out steep lockdown fines. 
 


ZONE 3 - MIDDLE EAST AND NORTH AFRICA  


 


Developments over the last 24 hours 


Last update: 23/04/2020 at 06:00 GMT 



https://www.channelnewsasia.com/news/world/for-earth-day-un-chief-urges-green-recovery-in-response-to-12666618

https://techcrunch.com/2020/04/22/eu-privacy-body-urges-anonymization-of-location-data-for-covid-19-tracking/

https://www.channelnewsasia.com/news/world/covid-19-coronavirus-migrant-worker-remittances-fall-world-bank-12667908

https://observers.france24.com/en/20200422-debunked-fake-film-hospital-lies-covid19

https://www.aljazeera.com/news/2020/04/warns-hunger-coronavirus-cases-top-25m-live-updates-200421233559829.html

http://www.rfi.fr/en/france/20200422-france-coronavirus-covid-health-hospitals-epidemic-death-toll-official-figures

https://www.channelnewsasia.com/news/world/covid-19-coronavirus-vaccine-germany-human-testing-12667122

https://www.bbc.com/news/world-europe-52382196

https://www.reuters.com/article/us-health-coronavirus-spain/spain-aims-to-phase-out-coronavirus-lockdown-in-second-half-of-may-idUSKCN2240VH?feedType=RSS&feedName=worldNews&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Reuters%2FworldNews+%28Reuters+World+News%29

https://www.reuters.com/article/us-health-coronavirus-spain/spain-aims-to-phase-out-coronavirus-lockdown-in-second-half-of-may-idUSKCN2240VH?feedType=RSS&feedName=worldNews&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Reuters%2FworldNews+%28Reuters+World+News%29

https://www.channelnewsasia.com/news/world/early-coronavirus-test-uk-health-workers-not-effective-12666844

https://www.ft.com/content/cab1c290-ca47-3314-b991-f1db77dc41cd

https://www.reuters.com/article/us-health-coronavirus-britain-tests/uk-to-test-prevalence-of-covid-19-in-general-population-idUSKCN2243IZ?il=0

https://www.bbc.com/news/amp/world-europe-52370421





 Lebanon: First virus case in Lebanon Palestinian refugee camp: UN. 


 UAE: Coronavirus: Ramadan gatherings limited to under 10 people in Dubai. 
 


ZONE 4 - SOUTH AMERICA 


 


 Argentina:  
o Two first cases reported at Buenos Aires slum (Villa 31) bring concerns to the authorities. 
o 30 days grace period until potential sovereign default. 


 


ZONE 5 - AFRICA 


 


 Ethiopia Ramadan in Somalia: fears coronavirus cases will climb as gatherings continue. 


 Kenya: 'Prison break’: Kenyans under quarantine at KMTC escape. 


 Cameroon: Cameroon customs seizes 210 cartons of fake chloroquine. 


 Nigeria: Lock down: FG release guidelines for the movement of agricultural produce. 


 Madagascar: COVID-organics: Madagascar launches Africa's first cure for virus. 
 


ZONE 6 - NORTH AMERICA 


 


 USA:  
o First US coronavirus death occurred in early February in California. 
o This California town is testing every resident for coronavirus and antibodies. 
o Cybercriminals Targeting US Providers with COVID-19 Phishing Attacks. 
o COVID-19: Police Force In Fairfield County Town Tests ‘Pandemic Drone’ That Can Sense Symptoms. 
o Two House Cats Catch COVID-19. 
  


ZONE 7 - ASIA 


 


 Regional: Four Piracy Incidents in a Week in Asia. 


 Singapore: SAF medical personnel deployed at Singapore Expo community isolation facility. 


 Pakistan: 
o WHO lauds Pakistan’s strategy to establish isolation centres to combat COVID-19. 
o UAE, Pakistan working on more repatriation flights for Pakistanis. 


 Japan: Tokyo care home for babies reports 8 coronavirus cases. 


 India: India outlaws attacks on doctors after reports of violence. 


 Vietnam: Vietnam to ease nationwide coronavirus lockdown. 


 Indonesia: 4 more weeks of social restrictions for Jakarta as Indonesia's COVID-19 cases near 7,500. 


 Thailand: About 10,000 foreigners stranded on Surat Thani islands. 
 


ZONE 8 - CENTRAL AMERICA AND CARIBBEAN        


 


 Haiti: Thousands returning home from the Dominican Republic pose risk for outbreak spread. 


 Mexico: Pirates Hijack Ship at the Gulf of Mexico Following Similar Attacks from the Previous Week. 
 


ZONE 9 - OCEANIA 


 



https://www.channelnewsasia.com/news/world/first-virus-case-in-lebanon-palestinian-refugee-camp--un-12667462

https://gulfnews.com/uae/government/coronavirus-ramadan-gatherings-limited-to-under-10-people-in-dubai-1.1587600228124

https://www.infobae.com/sociedad/2020/04/22/coronavirus-en-la-argentina-confirmaron-el-segundo-caso-positivo-en-la-villa-31/

https://on.ft.com/3cIeheD

https://www.theguardian.com/global-development/2020/apr/22/ramadan-in-somalia-fears-coronavirus-cases-will-climb-as-gatherings-continue

https://www.nation.co.ke/news/-Kenyans-under-quarantine-at-KMTC-escape/1056-5530776-11j1l2j/index.html

http://www.china.org.cn/world/Off_the_Wire/2020-04/22/content_75963707.htm

https://guardian.ng/business-services/lock-down-fg-release-guidelines-for-the-movement-of-agricultural-produce/

https://www.africanews.com/2020/04/22/covid-organics-madagascar-launches-africa-s-first-cure-for-virus/

https://www.channelnewsasia.com/news/world/first-us-covid-19-coronavirus-death-occurred-early-february-12666758

https://edition.cnn.com/2020/04/22/us/california-town-testing-every-resident/index.html

https://healthitsecurity.com/news/cybercriminals-targeting-us-providers-with-covid-19-phishing-attacks

https://dailyvoice.com/new-york/eastdutchess/news/covid-19-police-force-in-fairfield-county-town-tests-pandemic-drone-that-can-sense-symptoms/786943/

https://www.tmz.com/2020/04/22/cats-test-positive-coronavirus-covid-19-new-york-pets/

https://www.maritime-executive.com/article/four-piracy-incidents-in-a-week-in-asia

https://www.channelnewsasia.com/news/singapore/coronavirus-covid-19-saf-medical-deployment-expo-12667630

https://www.pakistantoday.com.pk/2020/04/22/who-lauds-pakistans-strategy-to-establish-isolation-centres-to-combat-covid-19/

https://pakobserver.net/uae-pakistan-working-on-more-repatriation-flights-for-pakistanis/?utm_source=rss&utm_medium=rss&utm_campaign=uae-pakistan-working-on-more-repatriation-flights-for-pakistanis

https://japantoday.com/category/national/tokyo-%27orphanage%27-for-babies-reports-8-coronavirus-cases-media

https://www.ft.com/content/cab1c290-ca47-3314-b991-f1db77dc41cd

https://www.reuters.com/article/us-health-coronavirus-vietnam/vietnam-to-ease-nationwide-coronavirus-lockdown-idUSKCN2241U7?feedType=RSS&feedName=worldNews&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Reuters%2FworldNews+%28Reuters+World+News%29

https://www.channelnewsasia.com/news/asia/covid-19-indonesia-jakarta-extends-social-restrictions-anies-12666912

https://www.bangkokpost.com/thailand/general/1905120/about-10-000-foreigners-stranded-on-surat-thani-islands#cxrecs_s

https://www.nytimes.com/2020/04/22/world/americas/coronavirus-haiti.html?smid=tw-nytimesworld&smtyp=cur

https://www.latinpost.com/articles/144898/20200419/pirates-pillage-ships-robbery-remas-caught-cctv.htm





 Australia Bondi Beach to reopen for surfing as Australia's COVID-19 cases slow. 


 Tonga: 568 arrests in Police COVID-19 operation. 
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https://www.channelnewsasia.com/news/world/australia-bondi-beach-covid-19-cases-reopen-12666070

https://matangitonga.to/2020/04/22/568-arrests-police-covid-19-operation

https://www.worldometers.info/coronavirus/country/us/

https://www.worldometers.info/coronavirus/country/spain/

https://www.worldometers.info/coronavirus/country/italy/

https://www.worldometers.info/coronavirus/country/france/

https://www.worldometers.info/coronavirus/country/france/

https://www.worldometers.info/coronavirus/country/germany/

https://www.worldometers.info/coronavirus/country/germany/

https://www.worldometers.info/coronavirus/country/uk/

https://www.worldometers.info/coronavirus/country/turkey/

https://www.worldometers.info/coronavirus/country/turkey/

https://www.worldometers.info/coronavirus/country/iran/

https://www.worldometers.info/coronavirus/country/china/

https://www.worldometers.info/coronavirus/country/russia/

https://www.worldometers.info/coronavirus/country/russia/

https://www.worldometers.info/coronavirus/
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https://www.worldometers.info/coronavirus/country/brazil/

https://www.worldometers.info/coronavirus/country/belgium/

https://www.worldometers.info/coronavirus/country/belgium/

https://www.worldometers.info/coronavirus/country/canada/

https://www.worldometers.info/coronavirus/country/canada/

https://www.worldometers.info/coronavirus/country/netherlands/

https://www.worldometers.info/coronavirus/country/netherlands/

https://www.worldometers.info/coronavirus/country/switzerland/

https://www.worldometers.info/coronavirus/country/switzerland/

https://www.worldometers.info/coronavirus/country/portugal/

https://www.worldometers.info/coronavirus/country/portugal/

https://www.worldometers.info/coronavirus/country/india/

https://www.worldometers.info/coronavirus/country/peru/

https://www.worldometers.info/coronavirus/country/ireland/

https://www.worldometers.info/coronavirus/country/ireland/

https://www.worldometers.info/coronavirus/country/sweden/

https://www.worldometers.info/coronavirus/country/sweden/

https://www.worldometers.info/coronavirus/country/austria/

https://www.worldometers.info/coronavirus/country/austria/

https://www.worldometers.info/coronavirus/country/israel/

https://www.worldometers.info/coronavirus/country/saudi-arabia/

https://www.worldometers.info/coronavirus/country/saudi-arabia/

https://www.worldometers.info/coronavirus/country/japan/
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22 


6,73
4 


Ecuad
or 


10,85
0 


+452 537 +17 1,262 9,051 141 615 30 33,38
9 


1,89
2 


Korea 
(Rep. 
of) 


10,69
4 


+11 238 +1 8,277 2,179 55 209 5 577,9
59 


11,2
73 


Polan
d  


10,16
9 


+313 426 +25 1,513 8,230 160 269 11 238,7
99 


6,31
0 


Singa
pore 


10,14
1 


+1,0
16 


12 +1 896 9,233 27 1,733 2 94,79
6 


16,2
03 


Pakist
an  


10,07
6 


+511 212 +11 2,156 7,708 58 46 1.0 118,0
20 


534 


Roma
nia 


9,710 +468 524 +26 2,406 6,780 288 505 27 106,3
57 


5,52
9 


Mexic
o  


9,501 +729 857 +145 2,627 6,017 378 74 7 49,57
0 


384 


UAE  8,238 +483 52 +6 1,546 6,640 1 833 5 790,0
00 


79,8
75 


Denm
ark  


7,912 +217 384 +14 5,087 2,441 80 1,366 66 108,4
65 


18,7
26 


Indon
esia  


7,418 +283 635 +19 913 5,870 
 


27 2 55,73
2 


204 


Norwa
y 


7,338 +97 187 +5 32 7,119 54 1,354 34 148,6
56 


27,4
21 


Belaru
s 


7,281 +558 58 +3 769 6,454 92 771 6 114,9
55 


12,1
65 


Qatar 7,141 +608 10 +1 689 6,442 37 2,479 3 70,01
2 


24,3
01 
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Czech 
Repub
lic 


7,132 +99 208 +7 1,989 4,935 80 666 19 186,9
18 


17,4
54 


Serbia 7,114 +224 134 +4 1,025 5,955 101 814 15 48,63
6 


5,56
6 


Philip
pines 


6,710 +111 446 +9 693 5,571 1 61 4 68,53
2 


625 


Austra
lia 


6,649 +4 74 +3 4,920 1,655 47 261 3 452,4
41 


17,7
43 


Ukrain
e 


6,592 +467 174 +13 424 5,994 45 151 4 67,52
0 


1,54
4 


Malay
sia 


5,532 +50 93 +1 3,452 1,987 43 171 3 113,7
55 


3,51
5 


Domin
ican 
Repub
lic 


5,300 +256 260 +15 581 4,459 135 489 24 18,26
1 


1,68
3 


Pana
ma  


4,821 +163 141 +5 231 4,449 94 1,117 33 21,90
2 


5,07
6 


Colom
bia 


4,356 +207 206 +10 870 3,280 98 86 4 71,50
0 


1,40
5 


Finlan
d  


4,129 +115 149 +8 2,000 1,980 63 745 27 68,55
2 


12,3
72 


Bangl
adesh  


3,772 +390 120 +10 92 3,560 1 23 0.7 32,63
0 


198 


Egypt  3,659 +169 276 +12 935 2,448 
 


36 3 55,00
0 


537 


Luxe
mbour
g  


3,654 +36 80 +2 711 2,863 32 5,837 128 36,08
7 


57,6
49 
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South 
Africa  


3,635 +170 65 +7 1,055 2,515 36 61 1 133,7
74 


2,25
6 


Moroc
co  


3,446 +237 149 +4 417 2,880 1 93 4 19,88
5 


539 


Argen
tina 


3,288 +144 159 +8 872 2,257 123 73 4 39,22
8 


868 


Algeri
a 


2,910 +99 402 +10 1,204 1,304 40 66 9 6,500 148 


Thaila
nd 


2,826 +15 49 +1 2,352 425 61 40 0.7 142,5
89 


2,04
3 


Moldo
va  


2,778 +164 75 +3 560 2,143 212 689 19 11,76
3 


2,91
6 


Greec
e 


2,408 +7 121 
 


577 1,710 55 231 12 56,94
4 


5,46
3 


Kuwai
t 


2,248 +168 13 +2 443 1,792 50 526 3 
  


Hunga
ry 


2,168 +70 225 +12 295 1,648 82 224 23 52,70
2 


5,45
5 


Kazak
hstan  


2,135 +140 19 
 


515 1,601 32 114 1 139,2
07 


7,41
4 


Bahrai
n  


2,027 +54 7 
 


1,026 994 2 1,191 4 97,79
6 


57,4
74 


Croati
a 


1,950 +42 48 
 


869 1,033 19 475 12 27,61
4 


6,72
6 


Icelan
d  


1,785 +7 10 
 


1,462 313 5 5,231 29 44,46
8 


130,
312 


Uzbek
istan  


1,716 +38 7 +1 450 1,259 8 51 0.2 150,0
00 


4,48
2 



https://www.worldometers.info/coronavirus/country/south-africa/
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Iraq  1,631 +29 83 
 


1,146 402 
 


41 2 62,88
0 


1,56
3 


Oman  1,614 +106 8 
 


238 1,368 3 316 2 
  


Estoni
a 


1,559 +7 44 +1 184 1,331 7 1,175 33 43,63
7 


32,8
95 


Azerb
aijan  


1,518 +38 20 
 


907 591 14 150 2 108,2
21 


10,6
74 


Armen
ia 


1,473 +72 24 
 


633 816 30 497 8 14,96
6 


5,05
1 


New 
Zealan
d  


1,448 +3 14 +1 1,036 398 2 300 3 94,79
7 


19,6
58 


Lithua
nia 


1,370 +20 38 
 


357 975 17 503 14 76,97
3 


28,2
75 


Bosni
a and 
Herze
govin
a 


1,368 +26 53 +2 460 855 4 417 16 20,12
5 


6,13
4 


Slove
nia 


1,353 +9 79 +2 205 1,069 24 651 38 44,43
5 


21,3
74 


North 
Maced
onia 


1,259 +28 56 +1 272 931 8 604 27 13,00
0 


6,24
0 


Slova
kia 


1,244 +45 14 
 


284 946 7 228 3 52,64
9 


9,64
3 


Cuba 1,189 +52 40 +2 341 808 16 105 4 30,41
6 


2,68
5 


Afgha
nistan 


1,176 +84 40 +4 166 970 7 30 1 6,422 165 



https://www.worldometers.info/coronavirus/country/iraq/
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Camer
oon 


1,163 
 


43 
 


397 723 33 44 2 
  


Ghana 1,154 +112 9 
 


99 1,046 4 37 0.3 68,59
1 


2,20
7 


Hong 
Kong 
(China
) 


1,034 +4 4 
 


678 352 8 138 0.5 131,7
86 


17,5
79 


Bulgar
ia 


1,024 +49 49 +4 174 801 37 147 7 27,00
0 


3,88
6 


Djibou
ti 


974 +29 2 
 


183 789 
 


986 2 10,27
2 


10,3
97 


Ivory 
Coast 


952 +36 14 +1 310 628 
 


36 0.5 
  


Tunisi
a 


909 +8 38 
 


190 681 32 77 3 18,86
1 


1,59
6 


Nigeri
a 


873 +91 28 +3 197 648 2 4 0.1 8,003 39 


Cypru
s 


790 +6 13 +1 98 679 15 654 11 37,08
1 


30,7
12 


Latvia  761 +13 11 +2 133 617 5 403 6 39,33
6 


20,8
55 


Guine
a 


761 +73 6 
 


164 591 
 


58 0.5 
  


Andor
ra  


723 +6 37 
 


309 377 17 9,357 479 1,673 21,6
53 


Diamo
nd 
Prince
ss 


712 
 


13 
 


645 54 4 
    



https://www.worldometers.info/coronavirus/country/cameroon/
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Leban
on 


682 +5 22 +1 113 547 26 100 3 22,85
3 


3,34
8 


Costa 
Rica 


681 +12 6 
 


180 495 6 134 1 11,76
6 


2,31
0 


Niger 662 +5 22 +2 193 447 
 


27 0.9 4,832 200 


Albani
a 


634 +25 27 +1 356 251 4 220 9 6,269 2,17
8 


Kyrgy
zstan  


612 +22 7 
 


254 351 5 94 1 26,14
7 


4,00
8 


Burkin
a Faso  


609 +9 39 +1 389 181 
 


29 2 
  


Bolivi
a 


609 +11 37 +3 44 528 3 52 3 4,420 379 


Urugu
ay 


549 +6 12 
 


337 200 10 158 3 14,53
2 


4,18
3 


Hondu
ras  


510 +16 46 
 


30 434 10 51 5 2,535 256 


Chann
el 
Island
s 


498 +2 28 +4 285 185 
 


2,864 161 3,320 19,0
95 


San 
Marin
o  


488 +12 40 
 


62 386 4 14,382 1,179 1,872 55,1
71 


Palest
ine 


474 +8 4 
 


71 399 
 


93 0.8 17,32
9 


3,39
7 


Malta  444 +1 3 
 


165 276 2 1,006 7 26,14
8 


59,2
20 
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Seneg
al 


442 +30 6 +1 253 183 1 26 0.4 466 28 


Jorda
n  


435 +7 7 
 


315 113 5 43 0.7 35,00
0 


3,43
0 


Taiwa
n 
(China
) 


426 +1 6 
 


236 184 
 


18 0.3 56,85
3 


2,38
7 


Georg
ia 


416 +8 5 +1 107 304 6 104 1 8,375 2,09
9 


Réuni
on 


410 
   


238 172 2 458 
   


DRC  359 +9 25 
 


45 289 
 


4 0.3 
  


Sri 
Lanka 


330 +20 7 
 


105 218 2 15 0.3 7,393 345 


Maurit
ius 


329 +1 9 
 


261 59 3 259 7 9,755 7,67
0 


Mayot
te 


326 +15 4 
 


125 197 4 1,195 15 2,100 7,69
8 


Guate
mala 


316 +22 8 +1 24 284 3 18 0.4 7,200 402 


Monte
negro 


315 +2 5 
 


116 194 7 502 8 5,085 8,09
6 


Isle of 
Man  


307 
 


15 +6 212 80 20 3,610 176 2,654 31,2
11 


Kenya  303 +7 14 
 


74 215 2 6 0.3 14,70
4 


273 


Venez
uela 


298 +10 10 
 


122 166 4 10 0.4 347,2
36 


12,2
11 
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237 +12 7 
 


63 167 3 37 1 14,37
5 
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117 20 2 315 2 12,14
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27,7
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127 5 1 3,918 
 


2,020 59,9
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7 111 
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110 12 1 7 
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20 73 
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Maldiv
es  
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16 70 2 159 
 


4,139 7,65
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84 +1 1 +1 7 76 
 


60 0.7 854 609 
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323 


Haiti  62 +5 4 +1 2 56 
 


5 0.4 642 56 



https://www.worldometers.info/coronavirus/country/maldives/

https://www.worldometers.info/coronavirus/country/maldives/

https://www.worldometers.info/coronavirus/country/equatorial-guinea/

https://www.worldometers.info/coronavirus/country/equatorial-guinea/

https://www.worldometers.info/coronavirus/country/equatorial-guinea/

https://www.worldometers.info/coronavirus/country/equatorial-guinea/

https://www.worldometers.info/coronavirus/country/liechtenstein/

https://www.worldometers.info/coronavirus/country/liechtenstein/

https://www.worldometers.info/coronavirus/country/liechtenstein/

https://www.worldometers.info/coronavirus/country/barbados/

https://www.worldometers.info/coronavirus/country/barbados/

https://www.worldometers.info/coronavirus/country/zambia/

https://www.worldometers.info/coronavirus/country/zambia/

https://www.worldometers.info/coronavirus/country/cabo-verde/

https://www.worldometers.info/coronavirus/country/cabo-verde/

https://www.worldometers.info/coronavirus/country/sint-maarten/

https://www.worldometers.info/coronavirus/country/sint-maarten/

https://www.worldometers.info/coronavirus/country/sint-maarten/

https://www.worldometers.info/coronavirus/country/guyana/

https://www.worldometers.info/coronavirus/country/guyana/

https://www.worldometers.info/coronavirus/country/cayman-islands/

https://www.worldometers.info/coronavirus/country/cayman-islands/

https://www.worldometers.info/coronavirus/country/cayman-islands/

https://www.worldometers.info/coronavirus/country/cayman-islands/

https://www.worldometers.info/coronavirus/country/bahamas/

https://www.worldometers.info/coronavirus/country/bahamas/

https://www.worldometers.info/coronavirus/country/uganda/

https://www.worldometers.info/coronavirus/country/uganda/

https://www.worldometers.info/coronavirus/country/haiti/





Cou
ntry
, 
Oth
er 


T
ot
al 
C
as
es 


N
e
w 
C
a
s
e
s 


T
ot
al 
D
ea
th
s 


N
e
w 
D
ea
th
s 


Tot
al 
Re
cov
ere
d 


A
cti
ve 
C
as
es 


Se
rio
us
, 
Cri
tic
al 


Tot
 Ca
ses
/ 
1M 
po
p 


De
at
hs
/ 
1
M 
po
p 


T
ot
al 
Te
st
s 


T
e
st
s/ 
1
M 
p
o
p 


Sierra 
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61 +11 
  


6 55 
 


8 
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15 44 
 


9 0.1 1,181 172 
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57 
   


35 22 1 203 
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27 26 
 


4 0.08 
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25 
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(China
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45 
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28 
 


4 +1 2 22 
 


2 0.3 4,159 280 


Angol
a 


25 +1 2 
 


6 17 
 


0.8 0.06 
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a and 
Barbu
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24 +1 3 
 


10 11 1 245 31 108 1,10
3 
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23 +5 3 +1 3 17 1 1 0.2 519 27 


Timor-
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23 
   


1 22 
 


17 
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Botsw
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22 +2 1 
  


21 
 


9 0.4 4,432 1,88
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4 15 
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2 14 1 45 5 785 1,97
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20 
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Caled
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18 
   


17 1 1 63 
 


3,552 12,4
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16 
   


9 7 
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377 5,23
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6 
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15 +1 
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Kitts 
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1 14 
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257 4,83
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Nevis  


Saint 
Lucia 


15 
   


15 0 
 


82 
 


364 1,98
2 


Curaç
ao  


14 
 


1 
 


11 2 
 


85 6 302 1,84
0 


CAR  14 
   


10 4 
 


3 
   


St. 
Vince
nt 
Grena
dines 


13 +1 
  


3 10 
 


117 
 


99 892 


Burun
di 


11 +6 1 
 


4 6 
 


0.9 0.08 284 24 


Turks 
and 
Caico
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11 
 


1 
 


4 6 
 


284 26 83 2,14
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Falkla
nd 
Island
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11 
   


3 8 
 


3,161 
 


319 91,6
67 


Greenl
and 


11 
   


11 0 
 


194 
 


1,150 20,2
57 


Monts
errat  


11 
   


2 9 1 2,204 
 


36 7,21
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Seych
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11 
   


5 6 
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Nicara
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10 
 


2 
 


7 1 
 


2 0.3 
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Gambi
a 


10 
 


1 
 


2 7 
 


4 0.4 316 131 


Surina
me  


10 
 


1 
 


6 3 
 


17 2 404 689 


MS 
Zaand
am 


9 
 


2 
  


7 
     


Vatica
n City 


9 
   


2 7 
 


11,236 
   


Papua 
New 
Guine
a 


8 +1 
   


8 
 


0.9 
 


604 68 


Maurit
ania 


7 
 


1 
 


6 0 
 


2 0.2 969 208 


Bhuta
n  


7 +1 
  


2 5 
 


9 
 


8,953 11,6
03 


St. 
Barth  


6 
   


6 0 
 


607 
   


Weste
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Highlighted in green= all cases have recovered from the infection 
Highlighted in grey= all cases have had an outcome (there are no active cases) 
 
Sources:  
1. Worldometer – Coronavirus Outbreak: https://www.worldometers.info/coronavirus/ 
2. World Health Organization - Situation Reports: https://www.who.int/emergencies/diseases/novel-


coronavirus-2019/situation-reports/ 
3. WHO has published key considerations for repatriation and quarantine of travellers in relation to COVID-19. 


More information can be found: https://www.who.int/ith/Repatriation_Quarantine_nCoV-key-
considerations_HQ-final11Feb.pdf?ua=1 
 


Additional Sources: International SOS Travel Tracker & open source media. 
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FREE TRAINING  
N95 Respirators: Use and Limitations & 
Respiratory Protection Policy Template 


During the COVID-19 Pandemic, law enforcement agencies are 


issuing N95 Respirators. Dirigo Safety has created a FREE online 


training course for all law enforcement agencies. The course covers all 


the OSHA recommended guidelines and provides a course completion 


certificate to users who successfully complete the criterion exam. An 


account is needed to access the training. 


 


View the training here: N95 Respirators: Use and Limitations 


Three easy 


steps to set up 


your training!  


____ 


Chiefs/ Sheriffs or 


training coordinators 


email us to request the 


training. 


____ 


Receive a return email 


with a simple form to 


fill out and our 


Respiratory Protection 


Policy Template. 


____ 


Once the form is 


returned to us, officers 


will receive their log-


in information and be 


able to start the course!  


____ 


DIRIGO SAFETY, LLC 


225 First Flight Dr, 


Auburn, Maine 04210 


207-751-2223 


 
https://dirigosafety.com/contact-us/  


 


 


Statement from Maine Department of Labor 


Effective March 23, 2020 the Maine Department of Labor, Bureau of Labor Standards will temporarily 


adopt the Occupational Safety and Health Administration’s (OSHA) enforcement guidance for N95 


respirators for state and local government healthcare employers.  This also includes public safety 


personnel. 


OSHA’s temporary enforcement guidance recommends that healthcare employers change from a 


quantitative fit testing method to a qualitative testing method to preserve the integrity of N95 respirators. 


Additionally, OSHA field offices have the discretion to not cite an employer for violations of the annual fit 


testing requirement if employers: 


• Make a good faith effort to comply with the respiratory protection standard; Use only NIOSH-
certified respirators; 


• Implement strategies recommended by OSHA and Centers for Disease Control and Prevention 
for optimizing and prioritizing N95 respirators; 


• Perform initial fit tests for each healthcare employee with the same model, style, and size 
respirator that the employee will be required to wear for protection from coronavirus; Tell 
employees that the employer is temporarily suspending the annual fit testing of N95 respirators 
to preserve the supply for use in situations where they are required to be worn; 


• Explain to employees the importance of conducting a fit check after putting on the respirator to 
make sure they are getting an adequate seal; 


• Conduct a fit test if they observe visual changes in an employee’s physical condition that could 
affect respirator fit; and 


• Remind employees to notify management if the integrity or fit of their N95 respirator is 
compromised.  


 



https://dirigosafety.com/courses/n95-respirators-use-and-limitations/

https://dirigosafety.com/contact-us/
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The COVID-19 pandemic has created an environment 
ripe for fraudulent activity, with threat actors 
leveraging fears of the virus to perpetrate a variety 
of malicious and criminal exploitation. Observed 
scams and fraud have included selling fraudulent 
personal protective equipment (PPE), hawking fake 
cures and tests, spreading disinformation, phishing 
campaigns, and other related scams. The Intelligence 
Bureau (IB) assesses that this activity will continue, 
and it will potentially pivot to leverage changing 
government responses to the pandemic and shifting 
needs for supplies. Additionally, the IB assesses that 
cyber-enabled crime will also evolve to prey upon the 
public’s need to remain updated on the stream of 
ever-changing COVID-19-related information and 
may shift from COVID-19 themed outbreak to 
recovery lures.  
 


 Between January 1 and April 15, 2020, the 
Federal Trade Commission (FTC) has 
received more than 18,235 reports of scams 
or fraud related to COVID-19, reportedly 
costing victims more than $13.44 million.1 


 
Fraudulent Protective and Testing Equipment  
The IB assesses that, as the COVID-19 pandemic 
extends into the summer and potentially returns in 
additional waves, malicious actors will continue to sell fake personal protective equipment (PPE) to both 
individuals and organizations. Scams involving PPE sales target hospitals, health care unions, and government 
agencies globally. The Federal Bureau of Investigation (FBI) warned that healthcare facilities and professionals 
may be at an increased risk from fraudulent PPE, as scammers capitalize on fears around the stressed supply 
chain and the urgent need for protective gear.2 Furthermore, the growing need for testing equipment and new 
and updated testing methods presents a vulnerability for fraudulent sales and scams. 
 


 A deal brokered by a California healthcare union that sought to facilitate the sale of 39 million N95 face 
masks to hospitals in California and New York turned out to be fraudulent. The fraud was detected when 


Scams and Fraud Campaigns Exploiting COVID-19 likely to Continue 
 


April 20, 2020 
 


Law Enforcement and Private Sector Response 
Recognizing the breadth of the threat, law 
enforcement at the federal, state, and local levels, 
and international partners, are sharing resources and 
forming partnerships to combat COVID-related 
criminal activity.  


 On April 15, HSI announced a nationwide effort to 
investigate and combat COVID-19 fraud in 
partnership with CBP, the FDA, the US Postal 
Inspection Service, the Secret Service, the IRS, the 
FBI, and the Five Eyes Law Enforcement Working 
Group. Multiple federal agencies have released 
public alerts related to identified scams and 
fraudulent schemes and products. 


 Private sector partners—to include internet 
providers, social media companies, cybersecurity 
firms, and financial institutions—are proactively 
removing malicious websites and accounts and 
working with law enforcement to detect COVID-
19-related attempts to defraud. 


 DOJ has encouraged Americans to report COVID-
19 related fraud to the National Center for 
Disaster Fraud (NCDF) and the Attorney General 
instructed US Attorneys to prioritize the 
investigation and prosecution of COVID-19-
related fraud schemes. 
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one of the buyers complained it had not 
received its order of six million masks. 
Federal authorities are investigating a 
purported Australia-based broker and a 
supplier in Kuwait who were communicating 
with a middleman in Pittsburgh; the 
middleman was unaware of the scam but 
stood to potentially make $9 million off the 
deal.3 


 


 Opportunistic actors have also sought to 
push fake tests and cures for COVID-19, both 
online and in person.4 Some vendors on dark 
web market places are selling blood and 
saliva of alleged COVID-19 victims.5 On March 
22, the Department of Justice (DOJ) filed a 
civil complaint against the operators of the 
website coronavirusmedicalkit.com, which 
purports to sell World Health Organization 
vaccine kits. The operators of the site 
allegedly used victims’ credit card 
information to conduct wire fraud.6 


 


 In mid-March, Europol and Interpol, in conjunction with authorities and financial institutions in 
Germany, Ireland, the Netherlands, and the UK, foiled an elaborate scam to sell what turned out to be 
nonexistent face masks to health agencies for millions of euros. Threat actors created a malicious 
website masquerading as a legitimate company in Spain and contacted the potential buyers using 
compromised email addresses from that company, asking for payment upfront but never delivering the 
supplies of facemasks. Allowing one sale to fall through, the threat actors recommended a second 
company, referring the victims to a middleman in Ireland with connections to a Dutch company allegedly 
selling masks. The threat actors then created a second malicious website made to look like the Dutch 
company and began the process again. Over 2 million euros in transactions were made to facilitate the 
purchase, with a sizeable portion destined for a Nigerian bank account; the transactions were frozen 
before the money reached the ultimate destination.7 
 


 Interpol also reported two separate incidents of fake COVID-19 test kits imported to Italy and the US In 
Italy, authorities confiscated 900 tests labelled as “Fast COVID-19 IgM/IgG Antibody Detection Kit 
(Colloidal Gold)”, allegedly manufactured by “Nangsu Superbio Biomedical co.ltd”. In another incident, 
on March 23, a UK-based individual was arrested after allegedly selling and shipping fake COVID cures 
to the US. Repackaging a product formerly known as "Trinity Mind, Body & Soul", the individual sold the 
“miracle cure” relabeled as "Trinity COVID-19 SARS Anti-pathogenic Treatment." The product was 
shipped to California and Utah in mislabeled packaging, where it was intercepted.8 


Screenshot of Coronavirusmedicalkit.com from DOJ Complaint 







Law Enforcement Sensitive 


Law Enforcement Sensitive 


 
 


 


 DHS Homeland Security Investigations (HSI) reports 130 investigations nationwide to date, nine arrests, 
the seizure of over $3 million in illicit proceeds, and over 225 shipments of “mislabeled, fraudulent, 
unauthorized, or prohibited COVID-19 test kits, treatment kits, homeopathic remedies, purported anti-
viral products, and personal protective equipment.”9 


 
Cyber-Enabled Scams 
Threat actors around the world have flooded the internet with COVID-19-themed phishing scams in attempts 
to capitalize on fears of the virus for financial gain, espionage, disinformation campaigns, and other malicious 
activities. The IB assesses that malicious actors will continue to exploit new developments in the COVID-19 
pandemic as fodder for future phishing scams.  
 


 COVID-19-related phishing campaigns include emails impersonating healthcare professionals and 
organizations such as the CDC, which promise information on COVID-19, then send users to malicious 
websites that can steal login credentials and plant malware. The forms of malware employed include 
ransomware, spyware, and other types that steal or destroy data. In a recent push to curb COVID-related 
scams, HSI disabled over 11,000 COVID-19 domain names used for these types of cyberattacks and other 
fraudulent purposes.10 In March 2020, researchers identified a phishing email campaign in which the 
attacker pretends to be from the World Health Organization (WHO) and attempts to lure the victim into 
downloading an attached e- book claiming to contain information on how to protect against the virus; 
however, the e-book is actually a malicious file that steals the victim’s information.11 
 


Images of the alleged “Trinity COVID-19 SARS” testing kits 
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 Exploiting newly-passed federal relief and 
stimulus packages, some campaigns claim 
to provide links for individuals to sign up 
for government assistance, instead 
stealing personally identifiable 
information (PII). In some cases, threat 
actors posing as Department of Treasury 
employees email potential victims, 
offering relief checks allegedly issued by 
the World Bank and the WHO and 
requesting name, home address, 
birthday, and other PII.12 Rife with 
grammatical errors, one example 
presents the US Treasury as concerned 
about the individual, offering a “Senior 
supervisor [sic] Agent” to oversee the 
transaction and attempting to emulate a 
sympathetic tone in the closing paragraph 
with the desire to “create a world where 
everyone becomes financially 
independent”. 
 


 Mobile phone phishing threats over text messages, a.k.a. 
SMShing threats, have also been on the rise, with threat actors 
using malware-laden links in messages. The link directs the 
victim to malicious websites that prompt them for name, email, 
passwords for other accounts, and bank account information.13 
The US Navy’s MTAC Cyber Threat Division reported text 
messages claiming to offer access to stimulus payments 
through a single link, although the dollar amount reads as 
$100014, lower than the authentic Federal stimulus relief 
checks maximum of $1200. The link is also a “.com” site, as 
opposed to having the “.gov” designation usually associated 
with government sites.  
 
 COVID-19 stimulus check SMShing scam, 


labeled in red  


Redacted email purporting to be from US Treasury Headquarters, 
requesting PII to receive alleged WHO relief funding1 
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 On April 15, the Thomaston Police Department in 
Maine alerted the public to a SMShing scheme in 
which the fraudster attempts to scare the victim into 
clicking on a potentially malicious link. The text 
message has an urgent tone, claiming the recipient 
was in contact with an individual who had tested 
positive or had shown symptoms of COVID-19, and 
pretends to offer more information on self-isolating 
and testing through an innocuous looking but 
ultimately malicious link.15  
 


 An April 13 alert by the FBI warned of Business Email 
Compromise (BEC) schemes targeting state agencies 
and healthcare, in which the fraudster tricks the 
organization into paying an invoice to the fraudster’s 
account rather than to the legitimate vendor’s 
account.16 The FBI identified a recent example of BEC 
in which a financial institution was allegedly emailed 
by the CEO of a company requesting the date for a 
transfer of $1 million be moved up and the recipient 
account be changed due to COVID-19. The perpetrator used an email address that was only one letter 
off from that of the CEO. Organizations should be wary of such requests and verify the validity of the 
email address and reach out to a known point of contact via a previously used method of 
communication.17 
 


 COVID-19 related blackmail scams have also been circulating in which the fraudster contacts the victim 
by email and threatens to infect the victim’s family with COVID-19 if s/he does not pay the fraudster 
money or cryptocurrency.18 Based on the researched dataset, this type of fraud has had limited 
success.19 


Facebook posting by the Thomaston Police 
Department of a SMShing scam. 


Tips on Identifying COVID-19 Themed Scams and Reporting Resources 
 Be wary of suspicious emails and text messages. Verify that these are from a known or valid source, think 


before clicking on any links, and be aware of suspicious attachments.  
o Suspicious email content may include unexplained urgency, last-minute changes in instructions or 


information, and changes in typical communication platforms. Verify any changes with a trusted 
contact prior to acting on suspicious messages. 


o Watch for slight misspellings of domain name URLs in the address or content of email messages. 
DHS recently highlighted spoofed URLs such as “corona-virus-business-update,” “covid19-advisory,” 
or “cov19esupport”. 


 Ensure your computer is running updated anti-malware software. 


 Exercise due diligence before donating to charitable solicitations or purchasing PPE. 


 If you receive a scam call, hang up. If the calls persist, report the incident to one of the authorities 
recommended by the DOJ. 


 Additional resources regarding COVID-19-related fraud:  FTC: COVID-19 Scams; HHS: COVID-19 Fraud Alerts; 
CISA: Defending Against COVID-19 Cyber Scams; COVID-19 Exploited by Malicious Cyber Actors 


 
DOJ advises individuals who may be the victim of a scam or attempted fraud involving COVID-19 to: 


 Contact the National Center for Disaster Fraud Hotline at 866-720-5721 or via email at disaster@leo.gov 


 If it's a cyber scam, submit a complaint through https://www.ic3.gov/default.aspx 


 Individuals can also contact their US Attorney’s Office, or state or local authorities. 
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Emerging Intelligence Report 
 
( U )  P R E PA R E D  B Y  C R I M I N A L  I N V E S T I G AT I V E  D I V I S I O N ,   
N AT I O N A L  G A N G  I N T E L L I G E N C E  C E N T E R  


2 2  A P R I L  2 0 2 0  
FB I E IR2 1 5  2 0 2 0 04 2 2 


(U//FOUO) Incarcerated Gang Members Granted Early Release Due to COVID-19 
Likely Will Engage in Criminal Activity on Streets, Endangering Public Safety 
(U) This document is classified: Unclassified//For Official Use Only. 
(U) EIR template approved for fiscal year 2020, as of 1 October 2019. 
 
(U//FOUO) The FBI assesses that incarcerated gang 
members granted early release due to coronavirus 
disease 19 (COVID-19) concernsa likelyb will engage 
in criminal activity in the area of their release, 
endangering public safety. This assessment is made 
with medium confidence,c based on open source and 
law enforcement reporting available at the time of this 
assessment. The FBI makes this assessment based on 
the assumption that the individuals released are active 
gang members. If this assumption proves inaccurate, 
assessment likelihood would decrease, as such gang 
members would not be motivated to conduct gang-
related criminal activity upon their release from 
incarceration. The FBI bases this assessment on 
reporting indicating that gang members released from 
incarceration during the COVID-19 pandemic have 
continued to conduct criminal activity and on 
reporting that gang members still considered 
threatening by authorities were asking to be released 
from prison because of COVID-19.  
  


• (U) On 17 April 2020, a San Jose, California, 
gang member was arrested on charges of 
carjacking and assault one week after being 
released from Santa Clara County Jail, 
according to an April 2020 online news article 
published by The Mercury News. The gang 
member was released due to emergency 
measures implemented due to COVID-19 
concerns.1 
 


• (U//FOUO) On 13 April 2020, an individual 
was arrested on charges of second-degree 
murder committed the day after being released 
early from the Hillsborough County, Florida, 
jail following an administrative order aimed to 
lower the spread of COVID-19, according to 
an April 2020 online news article published by 
ABC News.2 According to Hillsborough 
County Sheriff’s Office reporting, the 


 


a (U) See Appendix A: COVID-19 Infections in US Correctional Facilities. 
b (U) See Appendix B: Expressions of Likelihood. 
c (U) See Appendix C: Confidence in Assessments and Judgments Based on a Body of Information. 


individual was a validated Bloods gang 
member.3 


• (U) On 5 April 2020, in New Orleans, 
Louisiana, an identified gang leader was shot 
dead during an alleged drug deal three days 
after being released early from jail due to 
COVID-19 concerns, according to an April 
2020 online news article published by The 
New Orleans Advocate.4 


• (U) In March 2020, the founder of the New 
York City-based Vietnamese street gang Born 
to Kill petitioned a judge to be released from 
federal custody, citing ailing health and 
COVID-19 concerns, according to a 14 April 
2020 online news article published by the New 
York Post. Federal prosecutors warned the 
court the individual is still a threat to society.5 
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(U//FOUO) This is the FBI’s first product on the 
effect of incarcerated gang members released early 
due to COVID-19. The FBI judges that, over the next 
several months, gang members likely will conduct 
criminal activities upon their early release, resulting 
in an uptick in crime in the areas of their release. The 
FBI assesses that as COVID-19 continues to spread 
throughout correctional facilities in the United States 
over the next one to three months, an increased 
number of incarcerated gang members likely will 
petition early release, citing true or fictional health 
concerns related to COVID-19, straining the judicial 


system in the United States during the COVID-19 
pandemic. Such gang members will take advantage of 
any situation to be released early, even if that requires 
lying about their health condition. The FBI judges 
that, in the long term, as incarcerated gang members 
are released early, such gang members likely will 
conduct criminal activity that endangers public safety 
as crime rises and law enforcement agencies are 
already strained due to the COVID-19 pandemic. 
Increased law enforcement reporting, as well as open 
source news reporting, on an increase in gang-related 
criminal activity in those areas where incarcerated 
gang members are released would serve as an 
indicator to corroborate the assessment within this 
report. The FBI’s level of confidence and the 
likelihood of this assertion will be clarified 
significantly within the next one to three months, 
given the rapidly evolving COVID-19 timeline. 
 


 
 


(U) If you would like to provide qualitative feedback on this product, 
please send an email to the appropriate address with the product title 
as the subject line:  DI_Customer_Feedback@fbi.gov; 
DI_Customer_Feedback@fbi.sgov.gov; or 
DI_Customer_Feedback@fbi.ic.gov 
(U) The Criminal Investigative Division, National Gang Intelligence 
Center, of the FBI prepared this emerging intelligence report. Please 
direct comments and queries to NGIC at 1-202-779-0176. 
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(U) Analysis of Alternatives 
 
(U//FOUO) The FBI considered the alternative hypothesis 
that incarcerated gang members released early due to 
COVID-19 concerns likely will not immediately return to 
conducting criminal activity, creating a safer environment 
in the United States. Gang members find it more 
challenging and riskier to conduct criminal activity at this 
time due to shelter-in-place orders and other COVID-19-
related limitations nationwide. 
 
(U//FOUO) The FBI discounted this alternative given the 
volume of federal, state, and local law enforcement 
reporting throughout the United States indicating gangs 
have maintained normal operations throughout the 
COVID-19 pandemic. A decrease in criminal activity in 
areas where gang members are released from 
incarceration would serve as an indicator to increase the 
likelihood of this alternative analysis. 
 
(U) Sources  
 
(U) Online newspaper article | The Atlanta Journal-Constitution | “NEW 
DETAILS: Teen stabbed girl to death in Marietta as part of gang 
initiation” | 10 April 2020 | https://www.ajc.com/news/crime--
law/marietta-police-teen-stabbed-girl-death-part-gang-initiation-police-
say/72BLrcttzh7uYojpNB62XP/ | accessed on 13 April 2020. 
 
(U) Online newspaper article | New York Post | “Innocent bystander hit by 
stray bullet in Brooklyn gang shooting” | 23 March 2020 | 
https://nypost.com/2020/03/23/innocent-bystander-hit-by-stray-bullet-in-
brooklyn-gang-shooting/ | accessed on 13 April 2020. 
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(U) Source Summary Statement 


(U//FOUO) Reporting in this emerging intelligence 
report was derived from law enforcement and open 
source news reporting dated between 6 April 2020 and 
15 April 2020, outlining the criminal activity of 
recently released gang members. This reporting was 
deemed most critical to, and provided corroboration 
for, assessments within this product. The open source 
reporting on COVID-19 infections in correctional 
facilities nationwide provided context and were 
obtained from official government websites and news 
sources. Collection referenced within occurred between 
5 April 2020 and 15 April 2020, and was current as of 
16 April 2020.  
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(U) Appendix A: COVID-19 Infections in US Correctional Facilities 


(U) As of April 2020, COVID-19 has infected more than 1,000 inmates across federal, state, and local correctional 
facilities nationwide, according to open source and departments of corrections reporting. As of 15 April 2020, the 
Federal Bureau of Prisons (BOP) confirmed 449 inmates and 280 staff members had tested positive for COVID-
19, with 16 deaths from the virus, according to official reporting from the BOP.d As of 14 April 2020, 330 inmates 
at the Rikers Island correctional facility in New York had been infected with COVID-19, according to an April 
2020 online news article by ABC News.e As of 12 April 2020, 306 inmates and 218 staff members at the Cook 
County Jail in Chicago, Illinois, tested positive for COVID-19, according to an April 2020 online news article by 
NBC New York.f Due to COVID-19 concerns, numerous inmates, including gang members, in correctional 
facilities throughout the United States have petitioned to be released from incarceration, according to online news 
articles. 


  


 


d (U) US Government website | Federal Bureau of Prisons | “COVID-19 Coronavirus” | 15 April 2020 | 
https://www.bop.gov/coronavirus/index.jsp | accessed on 16 April 2020. 
e (U) Online news article | ABC News | “Judge denies release of Rikers Island inmates over COVID-19 concerns” | 15 April 
2020 | https://abcnews.go.com/US/judge-denies-release-rikers-island-inmates-covid-19/story?id=70138815 | accessed on 16 
April 2020. 
f (U) Online news article | NBC New York | “3rd Detainee at Chicago’s Jail Dies After Contracting Coronavirus” | 12 April 
2020 | https://www.nbcnewyork.com/news/coronavirus/3rd-detainee-at-cook-county-jail-dies-after-contracting-
coronavirus/2371832/ | accessed on 16 April 2020. 
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(U) Appendix B: Expressions of Likelihood 


(U) Phrases such as “the FBI judges” and “the FBI assesses,” and terms such as “likely” and “probably” convey 
analytical judgments and assessments. The chart below approximates how expressions of likelihood and 
probability correlate with percentages of chance. Only terms of likelihood should appear in FBI products; the chart 
includes terms of probability strictly for comparison, as they sometimes appear in reporting of other government 
agencies. Furthermore, the FBI does not arrive at judgments through statistical analysis and will not use terms of 
probability to convey uncertainty in FBI external intelligence products. 
 
 
UNCLASSIFIED 


Terms of 
Likelihood 


Almost 
No 
Chance 


Very  
Unlikely Unlikely 


Roughly  
Even 
Chance 


Likely Very  
Likely 


Almost 
Certain(ly) 


Terms of 
Probability Remote Highly 


Improbable 
Improbable 
(Improbably) 


Roughly 
Even 
Odds 


Probable 
(Probably) 


Highly 
Probable 


Nearly 
Certain 


Percentages  
of Chance 1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99% 


(U) Table showing terms of likelihood aligned with terms of probability and percentages of chance.  
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(U) Appendix C: Confidence in Assessments and Judgments Based on 
a Body of Information 


(U) Confidence levels reflect the quality and quantity of the source information supporting a judgment. 
Consequently, the FBI ascribes high, medium, or low levels of confidence to assessments, as follows: 
 
(U) High confidence generally indicates the FBI’s judgments are based on high quality information from multiple 
sources. High confidence in a judgment does not imply the assessment is a fact or a certainty; such judgments 
might be wrong. While additional reporting and information sources may change analytical judgments, such 
changes are most likely to be refinements and not substantial in nature. 
 
(U) Medium confidence generally means the information is credibly sourced and plausible but not of sufficient 
quality or corroborated sufficiently to warrant a higher level of confidence. Additional reporting or information 
sources have the potential to increase the FBI’s confidence levels or substantively change analytical judgments. 
 
(U) Low confidence generally means the information’s credibility or plausibility is uncertain, the information is 
too fragmented or poorly corroborated to make solid analytic inferences, or the reliability of the sources is 
questionable. Absent additional reporting or information sources, analytical judgments should be considered 
preliminary in nature. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  





		(U) Appendix A: COVID-19 Infections in US Correctional Facilities

		(U) As of April 2020, COVID-19 has infected more than 1,000 inmates across federal, state, and local correctional facilities nationwide, according to open source and departments of corrections reporting. As of 15 April 2020, the Federal Bureau of Pris...

		(U) Appendix B: Expressions of Likelihood

		(U) Appendix C: Confidence in Assessments and Judgments Based on a Body of Information

		(U) Endnotes



File Attachment
(U--FOUO) Incarcerated Gang Members Granted Early Release Due to COVID-19 Likely Will Engage in Criminal Activity on Streets, Endangering Public Safety.pdf




 


 


(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of the Federal Bureau of Investigation and may be distributed within the federal government 
(and its contractors), U.S. intelligence, law enforcement, public safety or protection officials, and individuals with a need to know. Distribution beyond these entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be 
used in legal proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an 
unclassified network without first obtaining FBI approval. 


 


UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 
 


UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 


 


Strategic Perspective: Executive Analytical Report                  22 April 2020 


 


 


(U//LES) COVID-19 Almost Certainly Impeding Transnational Criminal 


Organization Drug Operations, Resulting in Higher Prices and Disrupted 


Flow into the United States 
 
(U//LES) The FBI assesses the COVID-19 virus almost certainly is impeding transnational criminal organization 
(TCO) drug operations, resulting in higher prices and disrupted flow into the United States. As the COVID-19 virus 
continues to significantly impact global travel and commerce, TCOs are unable to import Chinese precursor 
chemicals to produce methamphetamine; this began after the first COVID-19 case in China in December 2019, 
and already it has affected the availability and price of Mexican-produced methamphetamine. Drug trafficking 
operations have been impeded by commercial restrictions, quarantines, and infected TCO members, resulting in 
cocaine stockpiles in Colombia. 
 


 (U//LES) As of March 2020, the price of methamphetamine supplied to eastern Tennessee by Atlanta, 
Georgia-based Mexican drug trafficking organizations could increase to more than US$14,000 per 
kilogram,a due to the coronavirus in China. Mexico-based laboratories relying on Chinese-supplied 
pseudoephedrine slowed or ceased production, reducing the supply of methamphetamine and leading 
to increased prices, according to a local law enforcement source who obtained the information from a 
human source with direct access.1 
 


 (U//LES) As of March 2020, an Illinois-based TCO member discussed the increased price and the difficulty of 
obtaining methamphetamine from the TCO’s source of supply in California as a result of COVID-19, according 
to an FBI technical source. The Illinois-based TCO member sold ounce quantities of methamphetamine for 
US$300, but intended to raise the price to US$500, given the limited supply of methamphetamine. The 
California source of supply sold pound quantities of methamphetamine for US$1,500 but intended to raise 
the price, due to the closure of the US southwest border because of COVID-19.2 


 


 (U//LES) In late February 2020, the coronavirus had hindered the Sinaloa Cartel’s ability to obtain 
methamphetamine precursors from China, according to a collaborative source with good access. 
Additionally, increased law enforcement activity on the US southwest border, due to the restrictions of 
non-essential travel, was making it more difficult to deliver methamphetamine into the United States. 
Both factors caused methamphetamine prices to increase.3 


 
(U//LES) With the spread of COVID-19 to Western Hemisphere countries, the individual governments’ responses 
to the pandemic have affected the TCOs’ ability to conduct drug trafficking operations. Infected TCO members, 
population quarantines, and restrictions on commerce and travel have negatively impacted the TCOs. 
 


 (U//FOUO) As of March 2020, a maritime shipment of approximately 3.5 tons of cocaine from Venezuela to 
Cuba was delayed at least 10 days, due to COVID-19 travel restrictions and Venezuelan President Maduro’s 
order to close Venezuela’s civil marine authority, according to a source who obtained the information from a 
sub-source with direct access.4 
 


                                                           
a (U//LES) Analyst Note: At the time of reporting, the average price for a kilogram of methamphetamine was 
US$8,000. 
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 (U//LES) As of March 2020, a high-level South American TCO leader tested positive for COVID-19 after 
returning from an early 2020 trip to Europe to broker a drug deal, according to an FBI technical source. 
As a result of his diagnosis, the TCO leader placed a temporary hold on all TCO operations while he was 
quarantined.5 
 


 (U//LES) As of late March 2020, TCOs in Colombia were complying with that government’s quarantine 
instructions; however, they continued to collect cocaine and supplies, and construct vessels, according to a 
human source with direct access. Drugs were being transported by river to in-country storehouses, to be 
distributed to launch sites for movement after restrictions are lifted. Several Colombian transport crews 
were awaiting instructions from their Guatemalan and Mexican partners to transport the cocaine. According 
to the same source, TCOs viewed the COVID-19 outbreak as an opportunity to complete trafficking ventures 
after restrictions were lifted, because they perceived the US Coast Guard was “distracted.”6 


 
(U//LES) Outlook: In the short term, TCO operations very likely will be slowed, as the global response to the 
pandemic has negatively impacted international trade and placed many populations on lock-down. When the 
world returns to normal operations, US and European drug markets very likely will see a temporary surge in 
cocaine flow, as TCOs take advantage of resumed commerce to move previously halted drug shipments. 
However, in the long term, the slow return of international travel and commerce, a damaged economy, and the 
slow removal of worldwide quarantines and restrictions very likely will result in higher drug prices, due to short-
term shortages of precursor chemicals and higher trafficking costs. TCO actors likely will respond to the disruption 
of their precursor chemical supply with greater diversification into emerging or new precursor chemical supplier 
markets. If the global drug supply is constricted over the long term, TCO actors very likely will develop new drugs 
using more accessible precursors, and further diversify their criminal activity. Money laundering of drug proceeds 
very likely will shift in the near term, with US-based service, commodity, and entertainment business closures, 
and a decline in TCO trade-based money laundering due to unsatisfactory exchange rates. The FBI considered the 
alternative hypothesis that TCOs are not having difficulty obtaining precursor chemicals or effected by the short-
term challenges in moving drugs into the United States, and are using the COVID 19 crisis to their own advantage 
to drive up drug prices Previous law enforcement impact studies of actions that severely curtailed precursor 
availability demonstrated a three-to-six month, short-term impact on TCO drug operations with strong price 
elasticity for drugs requiring precursors. The FBI considered this hypothesis less likely, as prior law enforcement 
actions were on a considerably smaller and incomparable scale to a global pandemic and reliable source reporting 
indicating the current drug shortages were caused by COVID-19 and already are driving up prices. If the FBI 
receives reporting that TCOs established new routes or suppliers for drugs and precursor chemicals not affected 
by the global pandemic, the likelihood of this alternative may increase. 
 
Prepared by Criminal Investigative Division, Knoxville Field Office, Little Rock Field Office, Sacramento Field 
Office, Springfield Field Office, and Tampa Field Office  
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(U) U.S. Department of Treasury Guidance for State Local and Tribal Governments Regarding the 
Coronavirus Relief Fund: 
 
(U) This document offers guidance from the Secretary of the Treasury to State, Local, and Tribal Governments 
regarding the Coronavirus Relief Fund (Section 5001 of the CARES Act). 
 

 
(U) FBI Public Service Announcement: Online Extortion Scams Increasing During the COVID-19 Crisis: 
 
(U) The Internet Crime Complaint Center (IC3) has seen an increase in reports of online extortion scams 
during the current "stay-at-home" orders due to the COVID-19 crisis. Because large swaths of the population 
are staying at home and likely using the computer more than usual, scammers may use this opportunity to find 
new victims and pressure them into sending money. 
 
(U) Indicators of Fraud or Malware in Emails Marketing Medical Equipment or Personal Protective 
Equipment (PPE): 
 
(U) This document, authored by the Virginia Fusion Center, provides an overview of potential indicators of 
fraud or malware in e-mails advertising medical equipment or personal protective equipment in the wake of the 
COVID-19 pandemic. 
 

 
(U)  Executive Orders Enacted by Governor Janet Mills as well as Other Related Information (Combined 
and Bookmarked*) 
 
*Note: The bookmark feature is used to locate a specific document or page within a larger document.  
It is generally located in the side panel of the larger document.  Its icon is represented as:  
 
(U) An Order Regarding Unlawful Evictions, Writs of Possession and Initiation of Eviction Proceedings 
 
(U) An Order Modifying the Primary Election to Reduce Exposure to COVID-19 
 
(U) An Order Temporarily Modifying Certain In-Person Notarization and Acknowledgement Requirements 
 
(U) An Order Establishing Quarantine Restriction on Travelers Arriving in Maine 
 
(U) An Order Regarding Further Restrictions on Public Contact and Movement, Schools, Vehicle Travels and 
Retail Business Operations 
 
(U) An Order Regarding Essential Businesses and Operations 
 
(U) An Order Extending the Effective Date of the Executive Order Regarding Essential Businesses and 
Operations 

(U//FOUO) CYBER: 

(U) ORDERS/PROCLAMATIONS/DECLARATIONS: 

 




 


Secretary of the Treasury Steven Mnuchin released guidance for State, 
Local, and Tribal Governments regarding the Coronavirus Relief Fund 
(Section 5001 of the CARES Act).  


As stated by the legislation signed by President Trump on March 27, the 
use of funds “are necessary expenditures incurred due to the public health 
emergency with respect to the Coronavirus Disease 2019 (COVID–19).” 
The guidance document (here) and frequently asked questions (here) 
provide, in detail, examples of eligible and ineligible expenditures of the 
$150 billion Coronavirus Relief Fund.  You can find additional 
information about Assistance to State and local governments here. 


We will continue to share all relevant information as it becomes available.  


Thank you, 


White House Office of Intergovernmental Affairs    


 


Coronavirus Aid, Relief, and Economic Security Act (CARES) 


Following extensive negotiations between the Trump Administration and 
Congressional Leaders, President Trump signed the Coronavirus Aid, 
Relief, and Economic Security Act (CARES). The $2.2 trillion economic 
relief package provides American families, healthcare workers, and small 
businesses with the economic support they need to get through this 
challenging time. This aid comes on top of the Family First Coronavirus 
Aid Package, enacted last month. State/Local/Tribal provisions include: 


• $150 billion in direct aid to State, Tribal, and local governments. 
Aid will be allocated primarily by a State’s population with each 
State receiving at least $1.25 billion. 


• $340 billion in additional emergency supplemental funding to 
combat the coronavirus outbreak. 
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• $500 billion for loans and guarantees that authorize the U.S. 
Treasury to support eligible businesses and States and local 
governments to cover losses incurred as a result of COVID-19. 


• $100 billion for hospitals and health care facilities to reimburse 
expenses or lost revenues not otherwise reimbursed that are 
directly attributable to COVID-19.  


• $3.5 billion to allow States to expand childcare benefits for 
healthcare workers, first responders, and others on the frontlines 
of this crisis. 


• Read more here: President Donald J. Trump Is Providing 
Economic Relief to American Workers, Families, and 
Businesses Impacted by the Coronavirus 


  


U.S. Department of Homeland Security 
www.dhs.gov 
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April 20, 2020 
Alert Number 


I-042020-PSA 
Questions regarding this PSA should be directed to your local FBI Field Office. 


Local Field Office Locations: www.fbi.gov/contact-us/field 
 


ONLINE EXTORTION SCAMS INCREASING DURING THE COVID-19 CRISIS 
 


The Internet Crime Complaint Center (IC3) has seen an increase in reports of online extortion scams during the 


current "stay-at-home" orders due to the COVID-19 crisis. Because large swaths of the population are staying 


at home and likely using the computer more than usual, scammers may use this opportunity to find new victims 


and pressure them into sending money. The scammers are sending e-mails threatening to release sexually 


explicit photos or personally compromising videos to the individual's contacts if they do not pay. While there are 


many variations of these online extortion attempts, they often share certain commonalties. 
 


SCAM COMMONALTIES: 


Online extortion schemes vary, but there are a few common indicators of the scam. The following 


characteristics are not all-inclusive but should serve as red flags. It is important to remember that scammers 


adapt their schemes to capitalize on current events such as the COVID-19 pandemic, high-profile breaches, or 


new trends involving the Internet, all in an attempt to make their scams seem more authentic. 


 The online extortion attempt comes as an e-mail from an unknown party and, many times, will be 


written in broken English with grammatical errors. 


 The recipient's personal information is noted in the e-mail or letter to add a higher degree of 


intimidation to the scam. For example, the recipient's user name or password is provided at the 


beginning of the e-mail or letter. 


 The recipient is accused of visiting adult websites, cheating on a spouse, or being involved in other 


compromising situations. 


 The e-mail or letter includes a statement like, "I had a serious spyware and adware infect your 


computer," or "I have a recorded video of you" as an explanation of how the information was allegedly 


gathered. 


 The e-mail or letter threatens to send a video or other compromising information to family, friends, 


coworkers, or social network contacts if a ransom is not paid. 


 The e-mail or letter provides a short window to pay, typically 48 hours. 


 The recipient is instructed to pay the ransom in Bitcoin, a virtual currency that provides a high degree of 


anonymity to the transactions. 
 


TIPS TO PROTECT YOURSELF: 


 Do not open e-mails or attachments from unknown individuals. 


 Monitor your bank account statements regularly, and your credit report at least once a year for any 


unusual activity. 


 Do not communicate with unsolicited e-mail senders. 


 Do not store sensitive or embarrassing photos or information online or on your mobile devices. 


 Use strong passwords and do not use the same password for multiple websites. 


 Never provide personal information of any sort via e-mail. Be aware that many e-mails requesting your 


personal information appear to be legitimate. 


 Ensure security settings for social media accounts are activated and set at the highest level of 


protection. 


 Verify the web address of legitimate websites and manually type the address into your browser. 
 


The FBI does not condone the payment of online extortion demands as the funds will facilitate continued 


criminal activity, including potential organized crime activity and associated violent crimes. 
 


VICTIM REPORTING: 


If you believe you have been a victim of this scam, reach out to your local FBI field office, and file a complaint 


with the IC3 at www.ic3.gov. Please provide any relevant information in your complaint, including the online 


extortion e-mail with header information and Bitcoin address if available. 



https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.fbi.gov%2fcontact-us%2ffield&h=700C10174DA8E715FAA9E2937F48C0D91FA20372019A6642D5E367C0BD5AEF6D

https://www.ic3.gov/
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UNCLASSIFIED 


(U) VFC Highlight #20-27 


 


(U) Possible Indicators of Concern Related to Fraudulent/Scam Emails Observed by VFC 


 (U) Email of sender may be from a personal account that does not contain an 


organizational or commercial company domain (i.e. john.doe@gmail.com vs. 


john.doe@ourcompanyname.com) 


 (U) The geographic address used in signature line is a residential instead of commercial 


location. 


 (U) The sender of the email and the company they claim to represent has a minimal on-


line footprint.  Additionally,  the company may have a recently established website. 


 (U) The email may highlight a referral from a well-known public figure or authoritative 


individual. 


 (U) Such emails may be sent to executive level personnel because they have publicly 


available contact information and they are in a position of authority to take action on the 


request contained within the email.  


(U) Key Points 


 (U) Cybercriminals  are taking advantage of the current COVID-19 pandemic to 


circulate phishing emails to perpetuate scams and distribute malware. 


 (U) Recent malicious emails center on the sale or provisioning of medical 


equipment or Personal Protective Equipment (PPE). 


 (U) Emails may attempt to capitalize on human emotions related to fear and 


need.  Messages observed have contained links or attachments that contain 


malware or redirect recipients to malicious websites.   


 (U) Emails may be from third parties representing overseas companies, claiming 


to have appropriate, official scientific validation of their products.  


(U)  Please report COVID-19 email scams to the VFC at vfc@vfc.vsp.virginia.gov. 


Date: April 23, 2020; Tracked by: HSEC 1.8 


UNCLASSIFIED 


(U) Title:  Indicators of Fraud or Malware in Emails Marketing Medical Equipment or Personal Protective Equipment (PPE) 


(U) Additional Resources  


 (U) COVID-19 Exploited by Malicious Cyber Actors—Cybersecurity & In-


frastructure Security Agency (CISA) 


 (U) FBI Warns of Advance Fee and BEC Schemes Related to Procurement 


of PPE and Other Supplies During COVID-19 Pandemic 


 (U) Combating COVID-19 FRAUD—U.S. Department of Justice 


 (U) PPE, COVID-19 Medical Supplies Targeted by BEC Scams— Threatpost 


(U) Methods to Identify Potential Fraud or Malicious Emails  


 (U) Utilize an internet search engine to research information 


contained in the email before clicking on links or attachments. 


This information can include email and physical addresses, 


company name, and telephone  numbers. 


 (U) If the sender claims to have been referred by a known 


government official or public entity, independently contact that 


official or entity for verification, using contact information 


obtained independently, not by what is provided in the email 


solicitation. 


 (U) Check company domain names (i.e. yourcompanyname.com) 


through domain analysis tools such as urlscan.io. 


 (U) Identify characteristics or factors that one would expect to be 


present for legitimate business interests  in your industry (i.e. 


professional or business licenses).  Consider having a process 


requiring solicitors to provide documentation consistent with the 


identified characteristics or factors  associated with businesses in 


your industry.  Many cyber criminals will not respond to these 


requests or be able to provide requested documentation.  
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UNCLASSIFIED// LAW ENFORCEMENT SENSITIVE 

UNCLASSIFIED// LAW ENFORCEMENT SENSITIVE 

 
(U) An Order to Protect Public Health 
 
(U) Reminder of Permissible Activities in On Premises Establishments 
 
(U) Maine Essential Business Operations Definitions 
 
(U) Uniform Notice & Notice to Cease and Desist 
 

 
(U//LES) The Maine State Police Incident Management Assistance Team has created a website as a resource 
to Maine's law enforcement community to help provide situational awareness on events related to COVID-19. 
https://sites.google.com/mspimat.org/msp-imat-forall-covid19/home 
 
(U//LES) The website includes but is not limited to the following types of information: 
 
• CDC guidance on best practices for law enforcement 
• Information on State agency/department closures that law enforcement should be aware of to include 

county jail advisories  
• National broadcasts of relevance to law enforcement   
 
(U//LES) The information is provided for law enforcement purposes and is for official use only.  Do not forward 
this to any member of the public, media or people who do not work directly within law enforcement.  In the 
interest of making sure other law enforcement agencies are aware of the website, it is permissible to forward 
this information to other members of your department who may not be on the MIAC’s list serve.   If you have 
any information that should be included on the website, please send the information to Intel.MSP@Maine.Gov.    
 
(U) For inquires or requests from the Maine Emergency Operation Center (EOC), please contact: (207) 624-
4400 or (800) 452-8734 
 
(U) For Current COVID-19 Guidance and Updates from the Maine CDC, please visit: 
https://www.maine.gov/dhhs/mecdc/infectious-disease/epi/airborne/coronavirus.shtml 
 
(U) Contact 211 Maine for General Info: Dial 211 or Email: Info@211Maine.org 
 
(U//FOUO) The MIAC has created a resource library reference COVID-19 which can be found within the MIAC 
portal.  If you do not have access to the portal you can follow the instructions below to register.  We will be 
updating this library as resources become available. 
 
Join the MIAC: 
You can register online at www.memiac.org 
-Click Join Us tab at top 
-Select “Law Enforcement and Criminal Justice Personnel” button 
-Complete the registration information and submit the form 
 
Once the MIAC receives your registration request, we will approve it and you’ll receive a confirmation e-mail. 

 (U//FOUO//LES) RESOURCES: 

https://sites.google.com/mspimat.org/msp-imat-forall-covid19/home
https://sites.google.com/mspimat.org/msp-imat-forall-covid19/home
https://www.maine.gov/dhhs/mecdc/infectious-disease/epi/airborne/coronavirus.shtml
https://www.maine.gov/dhhs/mecdc/infectious-disease/epi/airborne/coronavirus.shtml
mailto:Info@211Maine.org
mailto:Info@211Maine.org
http://www.memiac.org/
http://www.memiac.org/



Office of No. 40 FY 19/20 
The Governor DA TE ~·~ril 16, 2020 


AN ORDER REGARDING UNLAWFUL EVICTIONS, 
WRITS OF POSSESSION AND INITIATION OF EVICTION PROCEEDINGS 


WHEREAS, I proclaimed a state of emergency on March 15, 2020 and a renewed state of 
emergency on April 14, 2020 to authorize the use of emergency powers in order to expand and 
expedite the State's response to the serious health and safety risks of the highly contagious 
COVID-19; and 


WHEREAS, Executive Order 28 FY 19/20 dated March 31, 2020 directed people to stay healthy 
at home except for essential businesses operations and personal activities in order to further 
reduce the transmission of COVID-19; and 


WHEREAS, the adverse economic impacts ofCOVID-19 in our State include loss of work and 
income for a growing number of Maine people, hindering their ability to stay in their residences 
and their places of business; and 


WHEREAS, many Maine people, including those at high-risk and most vulnerable to COVID-
19, are remaining in their homes in order to reduce their likelihood of contracting or transmitting 
the virus; and 


WHEREAS, the adverse economic impacts of COVID-19 in our State include substantial 
financial losses for many businesses, especially small businesses which comprise the significant 
majority of Maine's businesses, hindering their ability to remain in their operating location; and 


WHEREAS, the Maine Supreme Judicial Court, in an effort to reduce the opportunity for 
community spread of COVID-19 through courthouse activities, issued a Revised Emergency 
Order dated March 18, 2020, which, in pertinent part, permits filings in eviction or Forcible 
Entry and Detainer ("FED") Actions but prohibits until at least May 1st any actions, hearings and 
proceedings thereon (unless a case presents a severe threatening emergency). As a result, only 
evictions approved before March 181h are authorized by law to proceed; and 
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WHEREAS, a governor's emergency powers expressly include the authorities to: 


a. Control the occupancy of premises within the state pursuant to 37-B M.R.S. 
§742(l)(C)(8); 


b. Suspend the enforcement of statutes, orders or rules where strict compliance 
therewith would hinder or delay necessary action in coping with the emergency 
pursuant to 37-B M.R.S. §742(1)(C)(l) and §834; 


c. Adjust time frames imposed by law reasonably necessary to mitigate an effect of 
the emergency pursuant to 37-B M.R.S. §742(l)(C)(13)(a); and 


d. Take whatever action is necessary to mitigate a danger that may exist within the 
State pursuant to 37-B M.R.S. §742(1)(C)(l2); 


NOW, THEREFORE, I, Janet T. Mills, Governor of the State of Maine, pursuant to 37-B 
M.R.S. Ch. 13, including but not limited to the provisions cited above, do hereby Order as 
follows: 


I. ORDERS 


For the foregoing reasons, and consistent with the effect of the Court's Order of March 18, 2020 
and the purposes of Executive Order 28 FY 19/20, I hereby Order that: 


A. Evictions Not Authorized by Law 


With the courts currently closed to most eviction actions, there is a much higher risk of 
landlord attempts to evict a tenant by a means not authorized by law. To mitigate this 
danger, no landlord or agent of a landlord or property owner may attempt during this state 
of emergency to evict a tenant by a means not authorized by law. Law enforcement, with 
guidance of the Attorney General as necessary, are authorized to enforce this provision 
through 37-B M.R.S. §786. 


B. Writs of Possession 


No Writ of Possession in a FED action authorized by a court before the Court's March 
18th Order shall issue or be served upon a tenant except as provided below and after 
review by a judge. As applied to such tenants, all pertinent statutes, rules and regulations 
providing the issuance and service of a writ of possession are hereby suspended until 
further Order. Such laws include, but are not limited to, 14 M.R.S. §6005, §6203-F 
§6321; 10 M.R.S. §9097-B; and 33 M.R.S. §501-A. 


The suspension provided by this section applies to those tenants whose writs of eviction 
were authorized solely for reason of nonpayment of rent and whose delinquency was no 
greater than two months duration; or pursuant to a 30-day without-cause notice under 14 
M.R.S. §6002; or for expiration of a lease agreement. This suspension does not apply to 
writs for the evictions of tenants who: 
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1. Posed an imminent risk of harm by threatening or assaulting behavior 
towards the landlord, another tenant, neighbor or other person; 


2. Posed an imminent risk of harm to the property of the landlord, other 
tenant, neighbor or other person; 


3. Violated health, sanitation, fire, housing or safety laws; 


4. Engaged in an illegal or prohibited trade or activity on the property; 


5. Posed a significant nuisance to the landlord, another tenant or a neighbor; 
or 


6. Caused substantial unrepaired damage to the premise. 


A landlord or agent of the landlord may submit evidence in writing to the court that the 
tenant's eviction is for one of these six reasons and therefore does not qualify for the writ 
suspension provided by this section. This evidence shall be provided to the tenant by the 
quickest means possible and is subject to rebuttal by the tenant within 48 hours of receipt. 
No writ of possession shall be issued except by further Order of the Court. 


C. Notice Periods for Certain Cases 


As applied to a landlord whose only reason for evicting a tenant is nonpayment of rent 
and such late payment is due to loss of income caused by COVID-19: 


1. The provision in the first paragraph of 14 M.R.S. §6002 requmng a 
landlord to give a 30-day notice to the tenant is extended to 60 days; and 


2. The provision of 14 MRSA §6002(1)(C) requiring a landlord to give a 7-
day notice to the tenant is extended to 30 days. 


II. LIMITATIONS 


No provision in this Executive Order shall be construed to: 


A. relieve a tenant of the obligation to pay the amount of rent that was the subject of 
the writ; 


B. relieve a tenant of the obligation to pay the amount of rent during which a tenant 
continues to occupy a tenancy; or 


C. restrict an authorized state, county or municipal authority to remove a tenant from 
a property for a law enforcement, public health or other lawful reason. 
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III. JUDICIAL NOTICE 


A copy of this Executive Order shall be provided to the Chief Justice of the Maine Supreme 
Judicial Court and to the Sheriff of each county. 


IV. REVIEW 


This Executive Order shall be reviewed at the time the courts reopen their hearings and 
proceedings to eviction or FED actions. 


V. EFFECTIVE DATE 


This Order shall take effect on April 16, 2020 atid, unless sooner amended or rescinded, shall 
expire 30 days after the termination of the COVID-19 state of emergency. 


~~~-< 
"?anet T. Mills 


FGovemor 
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Office of 


The Governor 


No. 39 FY 19/20 
DATE April 10, 2020 


AN ORDER MODIFYING THE PRIMARY ELECTION 


TO REDUCE EXPOSURE TO COVID-19 


WHEREAS, I proclaimed a state of emergency on March 15, 2020 to authorize the use of emergency 
powers in order to expand and expedite the State's response to the serious health and safety risks of the 
highly contagious COVID-19; and 


WHEREAS, Executive Order No. 28 FY 19/20 directed people to stay healthy at home except for 
essential businesses operations and personal activities in order to further reduce the transmission of 
COVID-19; and 


WHEREAS, aggressive and sustained efforts are necessary to slow the spread of the COVID-19 virus 
and lessen the strain on Maine's health care system, and it is not yet known how much longer we will be 
required to maintain the current level of staying at home and social distancing necessary to protect the 
lives and health of our citizens; and 


WHEREAS, conducting a primary election on June 9, 2020 as currently scheduled presents a risk that 
voters, poll workers and election officials will be exposed to COVID-19, which is highly contagious and 
presents a serious risk to life and health; and 


WHEREAS, An Act To Implement Provisions Necessary to the Health, Welfare and Safety of the 
Citizens of Maine in Response to the COVID-19 Public Health Emergency, enacted on an emergency 
basis and effective upon the Governor's signature on March 18, 2020, authorizes the Governor to take any 
reasonable administrative actions necessary with respect to the elections scheduled for June 9, 2020 to 
facilitate voting by all residents registered to vote in this State in a manner that preserves and protects 
public health in response to COVID-19; and 


WHEREAS, a governor's emergency powers pursuant to 37-B M.R.S. §742(l)(C)(l) and §834 expressly 
include the authority to suspend the enforcement of statutes, orders or rules where strict compliance 
therewith would in any way prevent, hinder or delay necessary action in coping with the emergency; 


NOW, THEREFORE, I, Janet T. Mills, Governor of the State of Maine, pursuant to 37-B M.R.S. Ch. 
13, including but not limited to the provisions cited above, do hereby Order as follows: 
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I. ORDERS


A. The requirement in 21-A M.R.S. § 339 that the primary election be held on the 2nd Tuesday
of June is suspended and modified to provide that the primary election will be held on July 14,
2020, the second Tuesday in July, unless changed by subsequent Order. It is my intention that
all statutory deadlines stated in relation to the date of the election, e.g., 60 days before the
election, will automatically reset to the new election date of July 14, 2020.


B. The following deadlines set by statute that do not automatically reset with the rescheduled
election date are suspended and modified as provided for the purpose of maintaining the
statutory sequence of election related dates:


1. The May 26, 2020 deadline for filing non-party petitions with the municipal registrar
under 21-A M.R.S. § 354(7)(B) shall be June 26, 2020;


2. The June 1, 2020 deadline for filing non-party petitions with the Secretary of State
under 21-A M.R.S. § 354(8-A) shall be July 1, 2020;


3. The July 13, 2020 deadline for a party primary winner to withdraw and be replaced by
the party under 21-A M.R.S. § 374-A(l) shall be August 11, 2020;


4. The July 27, 2020 deadline for a party to name a replacement candidate under 21-A
M.R.S. § 374-A(2) shall be August 25, 2020; and


5. The qualifying period, as defined in 21-A M.R.S. § 1122(8)(B), for submission of
Maine Clean Election Act qualifying contributions pursuant to 21-A M.R.S. §
l 125(3)(D) is modified so that it shall end at 5:00 p.m. on May 19, 2020.


C. The requirements in 21-A M.R.S. §§ 753-A and 753-B governing absentee ballots are
suspended and modified in the following respects only:


1. Applications for absentee ballots may be made in writing or in person up to and
including the day of the election, without specifying a reason, in order to permit voters
to obtain an absentee ballot and return it before the polls close on July 14, 2020; and


2. Absentee ballot applications furnished more than 3 months before June 9, 2020 remain
valid for use in the election on July 14, 2020.


II. EFFECTIVE DATE


This Order shall take effect on April 10, 2020 and, unless sooner amended or rescinded, shall terminate 
30 days after the termination of the COVID-19 state of emergency. 
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Office of 37 FY 19/20 
The Governor DATE April 8, 2020 


AN ORDER TEMPORARILY MODIFYING CERTAIN IN-PERSON 
NOTARIZATION AND ACKNOWLEDGEMENT REQUIREMENTS 


WHEREAS, I proclaimed a state of emergency on March 15, 2020 to authorize the use of 
emergency powers in order to expand and expedite the State's response to the many different 
effects ofCOVID-19; and 


WHEREAS, the in-person services of notaries public and witnesses are required to complete and 
validate a wide variety of important personal and commercial transactions; and 


WHEREAS, it is now necessary for those services to be provided remotely to ensure the social 
distancing recommended by the United States and Maine Centers for Disease Control and 
Prevention; and 


WHEREAS, a governor's emergency powers pursuant to 37-B M.R.S. §742(l)(C)(l) and §834 
expressly include the authority to suspend the enforcement of statutes, orders or rules where strict 
compliance therewith would in any way prevent, hinder or delay necessary action in coping with 
the emergency; and 


WHEREAS, this Order will enable citizens, especially those who are elderly or have serious 
underlying health conditions, to continue to seek and obtain critical estate planning instruments, 
such as Last Will and Testaments, Financial Powers of Attorney, Healthcare Powers of Attorney, 
and for all persons to conduct other important business that requires sworn statements or affidavits, 
in a manner that reduces in-person contact and promotes social distancing; and 


WHEREAS, the requirements of this Order are designed to protect the reliability of in-person 
notary acknowledgments, sworn statements and affidavits; 


NOW, THEREFORE, I, Janet T. Mills, Governor of the State of Maine, pursuant to 37-B M.R.S. 
Ch. 13, including but not limited to the provisions cited above, do hereby Order as follows: 
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I. APPLICATION


This Order applies to all provisions of Maine law that require a signature to be acknowledged, 
witnessed or notarized in person, with the exceptions of: (a) solemnizing marriages, (b) 
administering oaths to circulators of state or local direct initiative or referendum petitions and 
nomination petitions of candidates for electoral office, and ( c) absentee ballots in state and local 
elections. This Order authorizes remote, not electronic, notarization. All requirements under 
Maine law pertaining to the taking of sworn statements and acknowledgments by notaries and 
those authorized to perform notarial acts, other than the requirement to appear in person, remain 
in effect during the effective period of this Order. 


II. ORDERS


While this Order is in effect, with the exceptions noted in Part I of this Order, the enforcement of 
those provisions of Maine law that require the physical presence of the person whose oath is being 
taken ("the Signatory") at the same location as the Notary Public or other person authorized to 
perform a notarial act ("the Notary") and any witness to the signing are hereby suspended provided 
the conditions set forth in paragraphs A-G of this Section are met. 


A. The Notary must be physically within the State while performing the notarial act and
must follow any additional guidance for remote notarization issued by the Maine
Secretary of State.


B. The act of notarization or witnessing required by Maine law may be completed
remotely via two-way audio-video communication technology, provided that:


I. The two-way audio-video communication technology must allow direct
contemporaneous interaction between the individual signing the document ("the
Signatory"), the Notary and any witness by sight and sound in real time ( e.g. with
no pre-recordings);


2. The Signatory must be reasonably identified by the Notary by one or more of the
following:


(a) is personally !mown to the Notary;


(b) presented a valid photo identification to the Notary during the video
conference;


( c) the oath or affirmation of a witness who:


(i) is in the physical presence of either the Notary or the
Signatory; or


(ii) is able to communicate with the Notary and the Signatory
simultaneously by sight and sound through an electronic
device or process at the time of the notarization, if the
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witness has personal knowledge of the individual and has 
been reasonably identified by the Notary under clauses (a) 
or (b) herein. 


3. The Signatory must attest to being physically located in Maine and affirmatively
state the name of the county in which the Signatory is located at the time of
execution during the two-way audio-video communication;


4. The Notary and any witness must attest to being physically located in Maine
during the two-way audio-video communication;


5. For Wills and Powers of Attorney, the Notary or at least one witness must be an
attorney licensed to practice law in the State of Maine;


6. Before any documents are signed, the Notary must be able to view by camera the
entire space in which the Signatory and any witness is located, and any person
who is present in those spaces must state their name while on video and in clear
view of the Notary;


7. The Signatory must affirmatively state on the two-way audio-video
communication what document the Signatory is signing and the Notary must be
provided with a copy of the document prior to the signing;


8. Each page of the document being witnessed must be shown to the Notary and
any witness on the two-way audio-video communication in a means clearly
legible to the Notary and initialed by the Signatory in the presence of the Notary
and any witness;


9. The act of signing and initialing must be captured sufficiently up close on the
two-way audio-video communication for the Notary to observe;


10. Any witness or witnesses required or permitted to properly execute any original
document or documents according to Maine Law may similarly witness the
signing of the document by the Signatory utilizing two-way audio-video
communication described in paragraph 1 and may sign as a witness to the
document upon receipt of the original document;


11. The Signatory must transmit by fax or electronic means (which may include
transmitting a photograph of every page by cellphone) a legible copy of the entire
signed document directly to the Notary and any witness, immediately after
signing the document, or, if that is not possible, no later than 24 hours after the
Signatory's execution of the document;


12. The Signatory must send the original signed document directly to the witness
within 48 hours ( or 2 days) after the Signatory's execution of the document, or
to the Notary if no witness is involved;
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13. Within 48 hours after receiving the original document from the Signatory, the
witness must sign it and sent to the second witness, if any, or to the Notary if no
other witness is involved. The official date and time of each witness's signature
shall be the date and time when the witness witnesses the Signatory's signature
via the two-way audio-video communication technology described in paragraph
1;


14. Upon review of the original document and satisfactory comparison with the faxed
or electronic document provided on the date of signing, the Notary shall notarize
the original document within 48 hours of receipt thereof, and the official date and
time of the notarization shall be the date and time when the Notary witnessed the
signature via the two-way audio-video technology and shall add the following
language below the Notary and or Witness signature lines: "Notarized (and/or
Witnessed) remotely, in accordance with Executive Order 37 FY 19/20"; and


15. A recording of the two-way audio-video communication must be made and
preserved by the Notary for a period of at least 5 years from the date of the
notarial act. The Notary shall provide a copy of the recording to the Signatory
and the Secretary of State upon request.


C. Any document that is required under any law of the State of Maine to be notarized "in
the presence and hearing" or similar language of a Signatory, and that is signed,
notarized or witnessed in accordance with the terms of this Executive Order shall be
deemed to have been signed and/or notarized in the presence and hearing of the
Signatory.


D. Nothing in this Order shall require a Notary to perform remote notarization.


E. The validity and recognition of a notarization or witness under this Order shall not
prevent an aggrieved person from seeking to invalidate a record or transaction that is
the subject of a notarization or from seeking other remedies based on State or Federal
law other than this Order for any reason not addressed in this Order, such as incapacity,
absence of authority or undue influence.


F. The failure of a Notary or a witness to meet a requirement specified in this Order shall
not invalidate or impair the recognition of a notarization performed by the Notary if it
was performed in substantial compliance with this Order.


G. The Secretary of State is authorized to issue guidance consistent with this Order to
protect the integrity of the remote notarization process.


III. INTEGRITY


A primary and essential purpose of this Order is to safeguard the integrity of transactions and the 
important personal interests served by those transactions. Persons who violate the rights of others 
during a remote notarization are subject to all pertinent civil remedies and criminal penalties. 
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IV. JUDICIAL NOTICE


A copy of this Order shall for notice be provided to the ChiefJustice of the Maine Supreme Judicial 
Court. I intend further that the acts, records and proceedings under this Order receive full faith 
and credit in the courts of the United States and other states. 


V. EFFECTIVE DATE


This Order shall take effect on April 8, 2020 and, unless sooner amended or rescinded, terminates 
30 days after the termination of the COVID-19 state of emergency. 
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OFFICE OF 


THE GOVERNOR 


34 FY 19/20 
NO.---------


DATE 
April 3, 2020 


AN ORDER ESTABLISHING QUARANTINE RESTRICTIONS ON TRAVELERS 


ARRIVING IN MAINE 


WHEREAS, I proclaimed a state of emergency on March 15, 2020 to authorize the use of 
emergency powers in order to expand and expedite the State's response to the serious health and 
safety risks of the highly contagious COVID-19; and 


WHEREAS, Executive Order No. 14 FY 19/20 dated March 18, 2020 restricted certain social 
gatherings and certain use of restaurants and bars, and prohibited gatherings of more than ten 
people to reduce the transmission ofCOVID-19; and 


WHEREAS, because of unhealthy crowds, the Maine Department of Agriculture, Conservation 
and Forestry has closed many state-owned beaches and other public venues; and 


WHEREAS, many Maine residents and property owners are returning to Maine as the weather 
warms; and 


WHEREAS, aggressive and sustained efforts are necessary to slow the spread of the COVID-19 
virus and lessen the strain on Maine's health care system as the COVID-19 virus continues to 
spread and threatens to overwhelm the State's ability to respond; and 


WHEREAS, due to extensive community transmission of COVID-19 in the states of New York, 
New Jersey and Connecticut, the U.S. Centers for Disease Control and prevention ("USCDC"), on 
March 28, 2020 advised residents of those states to refrain from non-essential domestic travel for 
14 days, and the President of the United States and his Coronavirus Task Force have issued an 
advisory to limit travel between and among certain states, and several states have begun to impose 
quarantine and lodging restrictions in order to dissuade and limit such travel; and 


WHEREAS, on March 31, 2020, I issued Executive Order 28 FY 19/20 directing all people to 
stay at home or their place of residence, leaving only for specified essential reasons; and 


WHEREAS, Executive Order 19 FY 19/20, dated March 24, 2020, ordered the closure of for
profit, non-profit, and other entities, with an exception for Essential Businesses and Operations, 
including, inter alia, hotel and commercial lodging; and 


WHEREAS, I have determined, in light of the significant risk posed by the further spread of this 
dangerous disease to the people of this State and to the viability of our health care system, there is 
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a need to direct residents and non-residents alike traveling from outside the State to self-monitor 
and home quarantine for a period of 14 days, and to restrict the operation of hotels and lodging to 
further effectuate that purpose; and 


WHEREAS, a governor's emergency powers expressly include the authorities to: 


a. Control the ingress and egress of persons and occupancy of premises within the
State pursuant to 37-B M.R.S. §742(1)(C)(8);


b. Control the movement of persons and occupancy of premises within the State


pursuant to 37-B M.R.S. §742(1)(C)(8);


c. Enlist the aid of any person to assist in the effort to control the emergency and aid
in the caring for the safety of persons pursuant to 37-B M.R.S. §742(1)(C)(5) and
37-B M.R.S. §827;


d. Utilize all available resources of the State as reasonably necessary to cope with the
emergency pursuant to 37-B M.R.S. §742(1)(C)(2); and


e. Take whatever action is necessary to mitigate a danger that may exist within the
State pursuant to 37-B M.R.S. §742(l)(C)(l2);


NOW, THEREFORE, I, Janet T. Mills, Governor of the State of Maine, pursuant to 37-B M.R.S. 


Ch. 13, including but not limited to the provisions referenced above, do hereby Order as follows: 


I. ORDERS


1. To preserve the public health and safety, to ensure the public health and health delivery
system are capable of serving all, and to help protect those at the highest risk and vulnerability, 
any person, resident or non-resident, traveling into Maine must immediately self-quarantine for 14 


days or for the balance of 14 days dating from the day of arrival, except when engaging in essential 
services as defined in Executive Order 19FY 19/20. 


2. The Department of Transportation and the Maine Turnpike Authority are hereby directed
to post a summary of this Order at all major points of entry into Maine and on highway message 
boards. The Portland Jetport, the Bangor International Airport and all other Maine airports, all bus 


stations and passenger train stations are also directed to post the substance of this Order. 


3. Guidance for self-quarantine may be made available by the Maine Center for Disease
Control and Prevention. 


4. Visitors are instructed not to travel to Maine if they are displaying symptoms ofCOVID-


19, and are advised not to travel to Maine if they are travelling from cities and regions identified 
as COVID-19 "hot spots," including, among others, the cities of Detroit, Chicago and New York 
City. In addition, residents of the States of New York, New Jersey and Connecticut should refrain 
from travel to Maine in strict compliance with USCDC travel guidance issued Saturday, March 
28, 2020 and any subsequent travel guidance that may be issued during the pendency of this Order. 


2 







5. For the purpose of clarifying Essential Services as defined in 19FY 19/20, effective April
5, 2020 at 12:00 noon, all lodging operations and accommodations shall close except to the extent 
of providing lodging for the purposes stated below. Lodging operations and accommodations are 
defined to include, but not limited to, hotels, motels, bed and breakfasts, inns, short term rentals, 
such as those made available through VRBO, Homeaway, AirBnb and other services, parks for 
recreational vehicles and campgrounds, and all public and private camping facilities. Lodging may 


be provided only for the following purposes: 


a. Housing vulnerable populations, including children in emergency placements,
persons at risk of domestic violence, and homeless individuals as permitted by the
State.


b. Providing accommodations for health care workers, or other workers deemed
necessary to support public health, public safety or critical infrastructure.


c. Use of lodging properties as self-quarantine or self-isolation facilities as arranged
by the State.


d. Limited verifiable extenuating circumstances for the care and safety of residents as
otherwise approved by the State.


On-line reservations shall be suspended, and lodging providers shall post a prominent notice on 
their web platforms to advise potential guests that reservations for lodging in Maine, as allowed 
above, shall be accepted by phone only. 


Lodging providers may permit existing guests to remain through the end of their scheduled stay 


but may not allow stay extensions or new reservations, except for the purposes set forth above. 


6. All state agencies and departments, including the offices of elected officials in the
Executive Branch, which register, regulate or license lodging facilities, shall provide an electronic 
advisory regarding the suspension oflodging operations, consistent with this Executive Order. 


II. IMPLEMENTATION


This Order is subject to amendment and additional guidance as necessary. 


III. ENFORCEMENT


Pursuant to 37-B M.R.S. sec. 786, this Order shall be enforced by law enforcement, as necessary, 
including through means of community policing. A violation of this Order may be charged as a 


Class E crime subject to a penalty ofup to six months in jail and a $1,000 fine. In addition, this 
Order may be enforced by any governmental department or official that regulates, licenses, permits 


or any otherwise authorizes the operation or occupancy of buildings, parks and campgrounds. A 
violation of this Order may be construed to be a violation of any such license, permit or other 
authorization to which pertinent penalties may be assessed. 
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IV. EFFECTIVEDATE


Except as otherwise set forth herein, this Executive Order shall take effect upon signing and shall 
continue in full force and effect until at least April 30, 2020, at which time the Governor, in 
consultation with the Maine Department of Health and Human Services, the Maine Center for 
Disease Control and Prevention, the Department of Public Safety, and the Maine Emergency 
Management Agency, shall assess the emergency and determine whether to amend or extend this 
Order. 


���� . clT.Mills 
Governor 
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Office of 37 FY 19/20 
The Governor DATE April 8, 2020 


AN ORDER TEMPORARILY MODIFYING CERTAIN IN-PERSON 
NOTARIZATION AND ACKNOWLEDGEMENT REQUIREMENTS 


WHEREAS, I proclaimed a state of emergency on March 15, 2020 to authorize the use of 
emergency powers in order to expand and expedite the State's response to the many different 
effects ofCOVID-19; and 


WHEREAS, the in-person services of notaries public and witnesses are required to complete and 
validate a wide variety of important personal and commercial transactions; and 


WHEREAS, it is now necessary for those services to be provided remotely to ensure the social 
distancing recommended by the United States and Maine Centers for Disease Control and 
Prevention; and 


WHEREAS, a governor's emergency powers pursuant to 37-B M.R.S. §742(l)(C)(l) and §834 
expressly include the authority to suspend the enforcement of statutes, orders or rules where strict 
compliance therewith would in any way prevent, hinder or delay necessary action in coping with 
the emergency; and 


WHEREAS, this Order will enable citizens, especially those who are elderly or have serious 
underlying health conditions, to continue to seek and obtain critical estate planning instruments, 
such as Last Will and Testaments, Financial Powers of Attorney, Healthcare Powers of Attorney, 
and for all persons to conduct other important business that requires sworn statements or affidavits, 
in a manner that reduces in-person contact and promotes social distancing; and 


WHEREAS, the requirements of this Order are designed to protect the reliability of in-person 
notary acknowledgments, sworn statements and affidavits; 


NOW, THEREFORE, I, Janet T. Mills, Governor of the State of Maine, pursuant to 37-B M.R.S. 
Ch. 13, including but not limited to the provisions cited above, do hereby Order as follows: 
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I. APPLICATION


This Order applies to all provisions of Maine law that require a signature to be acknowledged, 
witnessed or notarized in person, with the exceptions of: (a) solemnizing marriages, (b) 
administering oaths to circulators of state or local direct initiative or referendum petitions and 
nomination petitions of candidates for electoral office, and ( c) absentee ballots in state and local 
elections. This Order authorizes remote, not electronic, notarization. All requirements under 
Maine law pertaining to the taking of sworn statements and acknowledgments by notaries and 
those authorized to perform notarial acts, other than the requirement to appear in person, remain 
in effect during the effective period of this Order. 


II. ORDERS


While this Order is in effect, with the exceptions noted in Part I of this Order, the enforcement of 
those provisions of Maine law that require the physical presence of the person whose oath is being 
taken ("the Signatory") at the same location as the Notary Public or other person authorized to 
perform a notarial act ("the Notary") and any witness to the signing are hereby suspended provided 
the conditions set forth in paragraphs A-G of this Section are met. 


A. The Notary must be physically within the State while performing the notarial act and
must follow any additional guidance for remote notarization issued by the Maine
Secretary of State.


B. The act of notarization or witnessing required by Maine law may be completed
remotely via two-way audio-video communication technology, provided that:


I. The two-way audio-video communication technology must allow direct
contemporaneous interaction between the individual signing the document ("the
Signatory"), the Notary and any witness by sight and sound in real time ( e.g. with
no pre-recordings);


2. The Signatory must be reasonably identified by the Notary by one or more of the
following:


(a) is personally !mown to the Notary;


(b) presented a valid photo identification to the Notary during the video
conference;


( c) the oath or affirmation of a witness who:


(i) is in the physical presence of either the Notary or the
Signatory; or


(ii) is able to communicate with the Notary and the Signatory
simultaneously by sight and sound through an electronic
device or process at the time of the notarization, if the
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witness has personal knowledge of the individual and has 
been reasonably identified by the Notary under clauses (a) 
or (b) herein. 


3. The Signatory must attest to being physically located in Maine and affirmatively
state the name of the county in which the Signatory is located at the time of
execution during the two-way audio-video communication;


4. The Notary and any witness must attest to being physically located in Maine
during the two-way audio-video communication;


5. For Wills and Powers of Attorney, the Notary or at least one witness must be an
attorney licensed to practice law in the State of Maine;


6. Before any documents are signed, the Notary must be able to view by camera the
entire space in which the Signatory and any witness is located, and any person
who is present in those spaces must state their name while on video and in clear
view of the Notary;


7. The Signatory must affirmatively state on the two-way audio-video
communication what document the Signatory is signing and the Notary must be
provided with a copy of the document prior to the signing;


8. Each page of the document being witnessed must be shown to the Notary and
any witness on the two-way audio-video communication in a means clearly
legible to the Notary and initialed by the Signatory in the presence of the Notary
and any witness;


9. The act of signing and initialing must be captured sufficiently up close on the
two-way audio-video communication for the Notary to observe;


10. Any witness or witnesses required or permitted to properly execute any original
document or documents according to Maine Law may similarly witness the
signing of the document by the Signatory utilizing two-way audio-video
communication described in paragraph 1 and may sign as a witness to the
document upon receipt of the original document;


11. The Signatory must transmit by fax or electronic means (which may include
transmitting a photograph of every page by cellphone) a legible copy of the entire
signed document directly to the Notary and any witness, immediately after
signing the document, or, if that is not possible, no later than 24 hours after the
Signatory's execution of the document;


12. The Signatory must send the original signed document directly to the witness
within 48 hours ( or 2 days) after the Signatory's execution of the document, or
to the Notary if no witness is involved;
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13. Within 48 hours after receiving the original document from the Signatory, the
witness must sign it and sent to the second witness, if any, or to the Notary if no
other witness is involved. The official date and time of each witness's signature
shall be the date and time when the witness witnesses the Signatory's signature
via the two-way audio-video communication technology described in paragraph
1;


14. Upon review of the original document and satisfactory comparison with the faxed
or electronic document provided on the date of signing, the Notary shall notarize
the original document within 48 hours of receipt thereof, and the official date and
time of the notarization shall be the date and time when the Notary witnessed the
signature via the two-way audio-video technology and shall add the following
language below the Notary and or Witness signature lines: "Notarized (and/or
Witnessed) remotely, in accordance with Executive Order 37 FY 19/20"; and


15. A recording of the two-way audio-video communication must be made and
preserved by the Notary for a period of at least 5 years from the date of the
notarial act. The Notary shall provide a copy of the recording to the Signatory
and the Secretary of State upon request.


C. Any document that is required under any law of the State of Maine to be notarized "in
the presence and hearing" or similar language of a Signatory, and that is signed,
notarized or witnessed in accordance with the terms of this Executive Order shall be
deemed to have been signed and/or notarized in the presence and hearing of the
Signatory.


D. Nothing in this Order shall require a Notary to perform remote notarization.


E. The validity and recognition of a notarization or witness under this Order shall not
prevent an aggrieved person from seeking to invalidate a record or transaction that is
the subject of a notarization or from seeking other remedies based on State or Federal
law other than this Order for any reason not addressed in this Order, such as incapacity,
absence of authority or undue influence.


F. The failure of a Notary or a witness to meet a requirement specified in this Order shall
not invalidate or impair the recognition of a notarization performed by the Notary if it
was performed in substantial compliance with this Order.


G. The Secretary of State is authorized to issue guidance consistent with this Order to
protect the integrity of the remote notarization process.


III. INTEGRITY


A primary and essential purpose of this Order is to safeguard the integrity of transactions and the 
important personal interests served by those transactions. Persons who violate the rights of others 
during a remote notarization are subject to all pertinent civil remedies and criminal penalties. 
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IV. JUDICIAL NOTICE


A copy of this Order shall for notice be provided to the ChiefJustice of the Maine Supreme Judicial 
Court. I intend further that the acts, records and proceedings under this Order receive full faith 
and credit in the courts of the United States and other states. 


V. EFFECTIVE DATE


This Order shall take effect on April 8, 2020 and, unless sooner amended or rescinded, terminates 
30 days after the termination of the COVID-19 state of emergency. 
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OFFICE OF 
THE GOVERNOR 


NO 19 FY 19/20 
· March 24, 202U


DATE 


AN ORDER REGARDING ESSENTIAL BUSINESSES AND OPERA TIO NS 


WHEREAS, I proclaimed a state of emergency on March 15, 2020 to authorize the use of emergency 
powers in order to expand and expedite the State's response to the serious health and safety risks of 
COVID-19; and 


WHEREAS, Executive Order No. 14 FY 19/20 dated March 18, 2020 restricted certain social 
gatherings and certain use of restaurants and bars, and strongly recommended use of social distancing 
to reduce the transmission of COVID-19, which is highly contagious; and 


WHEREAS, the Maine Center for Disease Control and Prevention advises that additional social 
distancing measures are warranted to slow the spread of this life-threatening virus in order to save 
lives and improve the ability of the health care system to respond; and 


WHEREAS, a governor's emergency powers expressly include the authorities to: 


a. Control the movement of persons and occupancy of premises within the State 
pursuant to 37-B M.R.S. §742(l)(C)(8); 


b. Enlist the aid of any person to assist in the effort to control the emergency and aid in 
the caring for the safety of persons pursuant to 37-B M.R.S. §742(l)(C)(5) and 37-B 
M.R.S. §827; 


c. Utilize all available resources of the State as reasonably necessary to cope with the 
emergency pursuant to 37-B M.R.S. §742(l)(C)(2); and 


d. Take whatever action is necessary to mitigate a danger that may exist within the State 
pursuant to 37-B M.R.S. §742(l)(C)(l2); 


NOW, THEREFORE, I, Janet T. Mills, Governor of the State of Maine, pursuant to 37-B M.R.S. 
Ch. 13, including but not limited to the provisions referenced above, do hereby Order as follows: 


I. EFFECTIVE DATE 


This Order takes effect at 12:01 AM on March 25, 2020 and terminates at 12:00 AM on April 8, 
2020 unless amended, rescinded or renewed. 
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II. ORDERS 


A. BUSINESSES AND OPERATIONS COVERED BY THIS ORDER 


For purposes of this Order, covered businesses include any for-profit, non-profit, or entities, 
regardless of the nature of the service, the function it performs, or its corporate or entity 
structure and their operations. 


B. ACTIVITIES OF ESSENTIAL BUSINESSES AND OPERATIONS 


All Essential Businesses and Operations shall continue their activities consistent with the 
guidance on social distancing set for the below. For purposes of this Order, Essential 
Businesses and Operations are those: 


1. Identified by the United States Department of Homeland Security, 
Cybersecurity & Infrastructure Security Agency Memorandum on 
Identification of Essential Critical Infrastructure Workers During COVID-19 
Response dated March 19, 2020. A copy thereof is attached and incorporated 
herein by this reference; and 


2. In addition or for clarity here in Maine, include the following: food processing 
and agriculture; fishing and aquaculture; industrial manufacturing; 
construction and maintenance of essential infrastructure; trash collection and 
transfer stations; grocery ·and household goods (including convenience 
stores); forest products; essential home repair, hardware and auto repair; 
pharmacy and other medical, psychiatric, and long-term care facilities; group 
homes and residential treatment facilities; biomedical, life science, behavioral 
health, health care, dental care, and long-term services and supports providers 
and organizations; child care providers; post offices and shipping outlets; 
banks and credit unions; gas stations and laundromats; veterinary clinics, 
animal welfare and animal. feed and supply stores; truck delivery and 
distribution of goods; public transportation; legal, business, professional, 
environmental permitting and insurance services; hotel and commercial 
lodging; and all utilities such as electricity, water, wastewater, and 
telecommunications. 


Essential Businesses and Operations shall to maximum extent practicable have their 
employees work remotely and otherwise comply with social distancing requirements 
set forth below, including maintaining six-foot social distancing for both employees 
and members of the public at all times, including but not limited to, when customers 
are standing in line. 


As urged in Maine Center for Disease Control and Prevention guidance on March 15, 
2020, non-urgent medical and dental procedures, elective surgeries, and appointments 
should be postponed based on consultations between individuals and providers; the 
use oftelehealth and telephone consultation is strongly encouraged. 
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C. ACTIVITIES OF NON-ESSENTIAL BUSINESS AND OPERA TIO NS 


All Non-Essential Businesses and Operations must cease activities at sites that are public 
facing and thereby allow customer, vendor or other in-person contact; or are at sites that 
require more than 10 workers to convene in space where social distancing is not possible. 
Non-Essential Businesses and Operations may continue those activities that: 


1. do not allow customer, vendor or other visitor in-person contact; 


2. do not require more than 10 workers to convene in space where social 
distancing is not possible; and 


3. are facilitated to the maximum extent practicable by employees working 
remotely. 


Such permitted activities may include taking orders by phone, email or other remote means 
and preparing such orders by delivery; maintaining the value of the business's inventory; 
preserving the condition of the business's physical plant and equipment; ensuring security; 
and processing payroll, employee benefits and related functions. 


For clarity, Non-Essential Business and Operations include, but are not limited to, shopping 
malls, theaters, casinos, fitness and exercise gyms, spas, barber shops, hair salons, tattoo and 
piercing parlors, parlors, massage facilities, nail technicians, cosmetologists and estheticians, 
electrolysis services, laser hair removal services, and similar personal care and treatment 
facilities and services. 


D. SOCIAL DISTANCING REQUIREMENTS FOR ALL BUSINESSES 


Businesses covered by this Order, especially "big box" stores that attract more people, shall 
make all best efforts to implement and actively enforce social distancing requirements in and 
around their facilities including but not limited to: 


1. Designate with signage, tape, or by other means six-foot spacing for 
employees and customers in line to maintain appropriate distance; 


2. Have hand sanitizer and sanitizing products readily available for employees 
and customers; 


3. Implement separate operating hours for elderly and vulnerable customers; and 


4. Post online whether a facility is open and how best to reach the facility and 
continue services by phone or remotely. 


III. EXECUTIVE 14FY19/20 CONTINUED 


Executive 14 FY 19/20 dated March 18, 2020, restricting certain gatherings of more than 10 people 
and closure of certain services by restaurants and bars is hereby renewed and extended to apply until 
April 8, 2020 unless otherwise directed. 
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IV. INTERPRETATION 


The Department of Economic and Commnnity Development is designated as the lead agency for 
addressing questions regarding the interpretation and application of this Order. 


V. ENFORCEMENT 


This Order may be enforced by any governmental department or official that regulates licenses, 
permits or any other authorization to operate a business or occupy a building. A violation of this 
Order may be construed a violation of any such license, permit and other authorization to which 
pertinent penalties may be assessed. This Order may also pursuant to 37-B M.R.S. Section 786 be 
enforced by law enforcement if necessary. 


~~-·~~~~~-
Governor 
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U.S. Department of Honieland Security 
Cybersecurity & Infrastructure Security Agency 
Office of the Director 
Washington, DC 20528 


CISA 
CYBER+INFRASTRUCTURE 


March 19, 2020 


MEMORANDUM ON IDENTIFICATION OF ESSENTIAL CRITICAL 
INFRASTRUCTURE WORKERS DURING COVID-19 RESPONSE 


FROM: Christopher C. Krebs -- --- --- --- /) ;f 
Director c::~{/'~ft---- -{f---Q-/ 
Cybersecurity and Infrastructure Security Agency (CISA) 


As the Nation comes together to slow the spread ofCOVID-19, on March 16'h, the President issued 
updated Coronavirus Guidance for America. This guidance states that: 


"If you work in a critical infrastructure industry, as defined by the Department of 
Homeland Security, such as healthcare services and pharmaceutical and food supply, you 
have a special responsibility to maintain your normal work schedule." 


The Cybersecurity and Infrastructure Security Agency (CISA) executes the Secretary of Homeland 
Security's responsibilities as assigned under the Homeland Security Act of 2002 to provide strategic 
guidance, promote a national unity of effort, and coordinate the overall federal effort to ensure the 
security and resilience of the Nation's critical infrastructure. CISA uses trusted partnerships with 
both the public and private sectors to deliver infrastructure resilience assistance and guidance to a 
broad range of partners. 


In accordance with this mandate, and in collaboration with other federal agencies and the private 
sector, CISA developed an initial list of"Essential Critical Infrastructure Workers" to help State and 
local officials as they work to protect their communities, while ensuring continuity of functions 
critical to public health and safety, as well as economic and national security. The list can also 
inform critical infrastructure community decision-making to determine the sectors, sub-sectors, 
segments, or critical functions that should continue normal operations, appropriately modified to 
account for Centers for Disease Control (CDC) workforce and customer protection guidance. 


The attached list identifies workers who conduct a range of operations and services that are essential 
to continued critical infrastructure viability, including staffing operations centers, maintaining and 
repairing critical infrastructure, operating call centers, working construction, and performing 
management functions, among others. The industries they support represent, but are not necessarily 
limited to, medical and healthcare, telecommunications, information technology systems, defense, 
food and agriculture, transportation and logistics, energy, water and wastewater, law enforcement, 
and public works. 







We recognize that State, local, tribal, and territorial governments are ultimately in charge of 
implementing and executing response activities in communities under their jurisdiction, while the 
Federal Government is in a supporting role. As State and local communities consider 
COVID-19-related restrictions, CISA is offering this list to assist prioritizing activities related to 
continuity of operations and incident response, including the appropriate movement of critical 
infrastructure workers within and between jurisdictions. 


Accordingly, this list is advisory in natnre. It is not, nor shonld it be considered to be, a federal 
directive or standard in and of itself. 


In addition, these identified sectors and workers are not intended to be the authoritative or exhaustive 
list of critical infrastructure sectors and functions that should continue during the COVID-19 
response. Instead, State and local officials should use their own judgment in using their authorities 
and issuing implementation directives and guidance. Similarly, critical infrastructure industry 
partners will use their own judgment, informed by this list, to ensure continued operations of critical 
infrastructure services and functions. All decisions should appropriately balance public safety while 
ensuring the continued delivery of critical infrastructure services and functions. 


CISA will continue to work with you and our partners in the critical infrastructure community to 
update this list as the Nation's response to COVID-19 evolves. We also encourage you to submit 
how you might use this list so that we can develop a repository of use cases for broad sharing across 
the country. 


Should you have questions about this list, please contact CISA at CISA.CA T@cisa.dhs.gov. 


Attachment: "Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community 
and National Resilience in COVID-19 Response" 
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Essential Critical Infrastructure Workforce 


HEALTHCARE/ PUBLIC HEALTH 


• Workers providing COVID-19 testing; Workers that perform critical clinical research needed for COVID-19 


response 


• Caregivers (e.g., physicians, dentists, psychologists, mid-level practitioners, nurses and assistants, infection 


control and quality assurance personnel, pharmacists, physical and occupational therapists and assistants, 


social workers, speech pathologists and diagnostic and therapeutic technicians and technologists) 


• Hospital and laboratory personnel (including accounting, administrative, admitting and discharge, engineering, 


epidemiological, source plasma and blood donation, food service, housekeeping, medical records, information 


technology and operational technology, nutritionists, sanitarians, respiratory therapists, etc.) 


• Workers in other medical facilities (including Ambulatory Health and Surgical, Blood Banks, Clinics, Community 


Mental Health, Comprehensive Outpatient rehabilitation, End Stage Renal Disease, Health Departments, Home 


Health care, Hospices, Hospitals, Long Term Care, Organ Pharmacies, Procurement Organizations, Psychiatric 


Residential, Rural Health Clinics and Federally Qualified Health Centers) 


• Manufacturers, technicians, logistics and warehouse operators, and distributors of medical equipment, 


personal protective equipment (PPE), medical gases, pharmaceuticals, blood and blood products, vaccines, 


testing materials, laboratory supplies, cleaning, sanitizing, disinfecting or sterilization supplies, and tissue and 


paper towel products 


• Public health/ community health workers, including those who compile, model, analyze and communicate 


public health information 


• Blood and plasma donors and the employees of the organizations that operate and manage related activities 


• Workers that manage health plans, billing, and health information, who cannot practically work remotely 


• Workers who conduct community-based public health functions, conducting epidemiologic surveillance, 


compiling, analyzing and communicating public health information, who cannot practically work remotely 


• Workers performing cybersecurity functions at healthcare and public health facilities, who cannot practically 


work remotely 


• Workers conducting research critical to COVID-19 response 


• Workers performing security, incident management, and emergency operations functions at or on behalf of 


healthcare entities including healthcare coalitions, who cannot practically work remotely 


• Workers who support food, shelter, and social services, and other necessities of life for economically 


disadvantaged or otherwise needy individuals, such as those residing in shelters 


• Pharmacy employees necessary for filling prescriptions 


• Workers performing mortuary services, including funeral homes, crematoriums, and cemetery workers 


• Workers who coordinate with other organizations to ensure the proper recovery, handling, identification, 


transportation, tracking, storage, and disposal of human remains and personal effects; certify cause of death; 


and facilitate access to mental/behavioral health services to the family members, responders, and survivors of 


an incident 







Essential Critical Infrastructure Workforce 


LAW ENFORCEMENT, PUBLIC SAFETY, FIRST RESPONDERS 


• Personnel in emergency management, law enforcement, Emergency Management Systems, fire, and 


corrections, including front line and management 


• Emergency Medical Technicians 


• 911 call center employees 


• Fusion Center employees 


• Hazardous material responders from government and the private sector. 


• Workers - including contracted vendors - who maintain digital systems infrastructure supporting law 


enforcement and emergency service operations. 


FOOD AND AGRICULTURE 


• Workers supporting groceries, pharmacies and other retail that sells food and beverage products 


• Restaurant carry-out and quick serve food operations - Carry-out and delivery food employees 


• Food manufacturer employees and their supplier employees-to include those employed in food processing 


(packers, meat processing, cheese plants, milk plants, produce, etc.) facilities; livestock, poultry, seafood 


slaughter facilities; pet and animal feed processing facilities; human food facilities producing by-products for 


animal food; beverage production facilities; and the production of food packaging 


• Farm workers to include those employed in animal food, feed, and ingredient production, packaging, and 


distribution; manufacturing, packaging, and distribution of veterinary drugs; truck delivery and transport; farm 


and fishery labor needed to produce our food supply domestically 


• Farm workers and support service workers to include those who field crops; commodity inspection; fuel ethanol 


facilities; storage facilities; and other agricultural inputs 


• Employees and firms supporting food, feed, and beverage distribution, including warehouse workers, vendor-


managed inventory controllers and blockchain managers 


• Workers supporting the sanitation of all food manufacturing processes and operations from wholesale to retail 


• Company cafeterias - in-plant cafeterias used to feed employees 


• Workers in food testing labs in private industries and in institutions of higher education 


• Workers essential for assistance programs and government payments 


• Employees of companies engaged in the production of chemicals, medicines, vaccines, and other substances 


used by the food and agriculture industry, including pesticides, herbicides, fertilizers, minerals, enrichments, 


and other agricultural production aids 


• Animal agriculture workers to include those employed in veterinary health; manufacturing and distribution of 


animal medical materials, animal vaccines, animal drugs, feed ingredients, feed, and bedding, etc.; 


transportation of live animals, animal medical materials; transportation of deceased animals for disposal; 


raising of animals for food; animal production operations; slaughter and packing plants and associated 


regulatory and government workforce 


• Workers who support the manufacture and distribution of forest products, including, but not limited to timber, 


paper, and other wood products 


• Employees engaged in the manufacture and maintenance of equipment and other infrastructure necessary to 


agricultural production and distribution 







ENERGY 
Electricity Industry: 


Essential Critical Infrastructure Workforce 


• Workers who maintain, ensure, or restore the generation, transmission, and distribution of electric power, 


including call centers, utility workers, reliability engineers and fleet maintenance technicians 


• Workers needed for safe and secure operations at nuclear generation 


• Workers at generation, transmission, and electric blackstart facilities 


• Workers at Reliability Coordinator (RC), Balancing Authorities (BA), and primary and backup Control Centers 


(CC), including but not limited to independent system operators, regional transmission organizations, and 


balancing authorities 


• Mutual assistance personnel 


• IT and OT technology staff - for EMS (Energy Management Systems) and Supervisory Control and Data 


Acquisition (SCADA) systems, and utility data centers; Cybersecurity engineers; cybersecurity risk management 


• Vegetation management crews and traffic workers who support 


• Environmental remediation/monitoring technicians 


• Instrumentation, protection, and control technicians 


Petroleum workers: 
• Petroleum product storage, pipeline, marine transport, terminals, rail transport, road transport 


• Crude oil storage facilities, pipeline, and marine transport 


• Petroleum refinery facilities 


• Petroleum security operations center employees and workers who support emergency response services 


• Petroleum operations control rooms/centers 


• Petroleum drilling, extraction, production, processing, refining, terminal operations, transporting, and retail for 


use as end-use fuels or feedstocks for chemical manufacturing 


• Onshore and offshore operations for maintenance and emergency response 


• Retail fuel centers such as gas stations and truck stops, and the distribution systems that support them 


Natural and propane gas workers: 
• Natural gas transmission and distribution pipelines, including compressor stations 


• Underground storage of natural gas 


• Natural gas processing plants, and those that deal with natural gas liquids 


• Liquefied Natural Gas (LNG) facilities 


• Natural gas security operations center, natural gas operations dispatch and control rooms/centers natural gas 


emergency response and customer emergencies, including natural gas leak calls 


• Drilling, production, processing, refining, and transporting natural gas for use as end-use fuels, feedstocks for 


chemical manufacturing, or use in electricity generation 


• Propane gas dispatch and control rooms and emergency response and customer emergencies, including 


propane leak calls 


• Propane gas service maintenance and restoration, including call centers 







Essential Critical Infrastructure Workforce 


• Processing, refining, and transporting natural liquids, including propane gas, for use as end-use fuels or 


feedstocks for chemical manufacturing 


• Propane gas storage, transmission, and distribution centers 


WATER AND WASTEWATER 
Employees needed to operate and maintain drinking water and wastewater/drainage infrastructure, including: 


• Operational staff at water authorities 


• Operational staff at community water systems 


• Operational staff at wastewater treatment facilities 


• Workers repairing water and wastewater conveyances and performing required sampling or monitoring 


• Operational staff for water distribution and testing 


• Operational staff at wastewater collection facilities 


• Operational staff and technical support for SCADA Control systems 


• Chemical disinfectant suppliers for wastewater and personnel protection 


• Workers that maintain digital systems infrastructure supporting water and wastewater operations 


TRANSPORTATION AND LOGISTICS 


• Employees supporting or enabling transportation functions, including dispatchers, maintenance and repair 


technicians, warehouse workers, truck stop and rest area workers, and workers that maintain and inspect 


infrastructure (including those that require cross-border travel) 


• Employees of firms providing services that enable logistics operations, including cooling, storing, packaging, 


and distributing products for wholesale or retail sale or use. 


• Mass transit workers 


• Workers responsible for operating dispatching passenger, commuter and freight trains and maintaining rail 


infrastructure and equipment 


• Maritime transportation workers - port workers, mariners, equipment operators 


• Truck drivers who haul hazardous and waste materials to support critical infrastructure, capabilities, functions, 


and services 


• Automotive repair and maintenance facilities 


• Manufacturers and distributors (to include service centers and related operations) of packaging materials, 


pallets, crates, containers, and other supplies needed to support manufacturing, packaging staging and 


distribution operations 


• Postal and shipping workers, to include private companies 


• Employees who repair and maintain vehicles, aircraft, rail equipment, marine vessels, and the equipment and 


infrastructure that enables operations that encompass movement of cargo and passengers 


• Air transportation employees, including air traffic controllers, ramp personnel, aviation security, and aviation 


management 


• Workers who support the maintenance and operation of cargo by air transportation, including flight crews, 


maintenance, airport operations, and other on- and off- airport facilities workers 







Essential Critical Infrastructure Workforce 


PUBLIC WORKS 


• Workers who support the operation, inspection, and maintenance of essential dams, locks and levees 


• Workers who support the operation, inspection, and maintenance of essential public works facilities and 


operations, including bridges, water and sewer main breaks, fleet maintenance personnel, construction of 


critical or strategic infrastructure, traffic signal maintenance, emergency location services for buried utilities, 


maintenance of digital systems infrastructure supporting public works operations, and other emergent issues 


• Workers such as plumbers, electricians, exterminators, and other service providers who provide services that 
are necessary to maintaining the safety, sanitation, and essential operation of residences 


• Support, such as road and line clearing, to ensure the availability of needed facilities, transportation, energy 


and communications 


• Support to ensure the effective removal, storage, and disposal of residential and commercial solid waste and 


hazardous waste 


COMMUNICATIONS AND INFORMATION TECHNOLOGY 


Communications: 
• Maintenance of communications infrastructure- including privately owned and maintained communication 


systems- supported by technicians, operators, call-centers, wireline and wireless providers, cable service 


providers, satellite operations, undersea cable landing stations, Internet Exchange Points, and manufacturers 


and distributors of communications equipment 


• Workers who support radio, television, and media service, including, but not limited to front line news 


reporters, studio, and technicians for newsgathering and reporting 


• Workers at Independent System Operators and Regional Transmission Organizations, and Network Operations 


staff, engineers and/or technicians to manage the network or operate facilities 


• Engineers, technicians and associated personnel responsible for infrastructure construction and restoration, 
including contractors for construction and engineering of fiber optic cables 


• Installation, maintenance and repair technicians that establish, support or repair service as needed 


• Central office personnel to maintain and operate central office, data centers, and other network office facilities 


• Customer service and support staff, including managed and professional services as well as remote providers 


of support to transitioning employees to set up and maintain home offices, who interface with customers to 


manage or support service environments and security issues, including payroll, billing, fraud, and 


troubleshooting 


• Dispatchers involved with service repair and restoration 


Information Technology: 
• Workers who support command centers, including, but not limited to Network Operations Command Center, 


Broadcast Operations Control Center and Security Operations Command Center 


• Data center operators, including system administrators, HVAC & electrical engineers, security personnel, IT 


managers, data transfer solutions engineers, software and hardware engineers, and database administrators 


• Client service centers, field engineers, and other technicians supporting critical infrastructure, as well as 







Essential Critical Infrastructure Workforce 


manufacturers and supply chain vendors that provide hardware and software, and information technology 


equipment (to include microelectronics and semiconductors) for critical infrastructure 


• Workers responding to cyber incidents involving critical infrastructure, including medical facilities, SLIT 


governments and federal facilities, energy and utilities, and banks and financial institutions, and other critical 


infrastructure categories and personnel 


• Workers supporting the provision of essential global, national and local infrastructure for computing services 
(incl. cloud computing services), business infrastructure, web-based services, and critical manufacturing 


• Workers supporting communications systems and information technology used by law enforcement, public 
safety, medical, energy and other critical industries 


• Support required for continuity of services, including janitorial/cleaning personnel 


OTHER COMMUNITY-BASED GOVERNMENT OPERATIONS AND ESSENTIAL 
FUNCTIONS 


• Workers to ensure continuity of building functions 
• Security staff to maintain building access control and physical security measures 
• Elections personnel 
• Federal, State, and Local, Tribal, and Territorial employees who support Mission Essential Functions and 


communications networks 
• Trade Officials (FTA negotiators; international data flow administrators) 
• Weather forecasters 
• Workers that maintain digital systems infrastructure supporting other critical government operations 
• Workers at operations centers necessary to maintain other essential functions 
• Workers who support necessary credentialing, vetting and licensing operations for transportation workers 
• Customs workers who are critical to facilitating trade in support of the national emergency response supply 


chain 
• Educators supporting public and private K-12 schools, colleges, and universities for purposes of facilitating 


distance learning or performing other essential functions, if operating under rules for social distancing 


• Hotel Workers where hotels are used for COVID-19 mitigation and containment measures 


CRITICAL MANUFACTURING 


• Workers necessary for the manufacturing of materials and products needed for medical supply chains, 
transportation, energy, communications, food and agriculture, chemical manufacturing, nuclear facilities, the 
operation of dams, water and wastewater treatment, emergency services, and the defense industrial base. 


HAZARDOUS MATERIALS 


• Workers at nuclear facilities, workers managing medical waste, workers managing waste from pharmaceuticals 
and medical material production, and workers at laboratories processing test kits 


• Workers who support hazardous materials response and cleanup 
• Workers who maintain digital systems infrastructure supporting hazardous materials management operations 







Essential Critical Infrastructure Workforce 


FINANCIAL SERVICES 


• Workers who are needed to process and maintain systems for processing financial transactions and services 
(e.g., payment, clearing, and settlement; wholesale funding; insurance services; and capital markets activities) 


• Workers who are needed to provide consumer access to banking and lending services, including ATMs, and to 
move currency and payments (e.g., armored cash carriers) 


• Workers who support financial operations, such as those staffing data and security operations centers 


CHEMICAL 


• Workers supporting the chemical and industrial gas supply chains, including workers at chemical manufacturing 
plants, workers in laboratories, workers at distribution facilities, workers who transport basic raw chemical 
materials to the producers of industrial and consumer goods, including hand sanitizers, food and food 
additives, pharmaceuticals, textiles, and paper products. 


• Workers supporting the safe transportation of chemicals, including those supporting tank truck cleaning 
facilities and workers who manufacture packaging items 


• Workers supporting the production of protective cleaning and medical solutions, personal protective equipment, 
and packaging that prevents the contamination of food, water, medicine, among others essential products 


• Workers supporting the operation and maintenance of facilities (particularly those with high risk chemicals and/ 
or sites that cannot be shut down) whose work cannot be done remotely and requires the presence of highly 
trained personnel to ensure safe operations, including plant contract workers who provide inspections 


• Workers who support the production and transportation of chlorine and alkali manufacturing, single-use 
plastics, and packaging that prevents the contamination or supports the continued manufacture of food, water, 
medicine, and other essential products, including glass container manufacturing 


DEFENSE INDUSTRIAL BASE 


• Workers who support the essential services required to meet national security commitments to the federal 
government and U.S. Military. These individuals, include but are not limited to, aerospace; mechanical and 
software engineers, manufacturing/production workers; IT support; security staff; security personnel; 
intelligence support, aircraft and weapon system mechanics and maintainers 


• Personnel working for companies, and their subcontractors, who perform under contract to the Department of 
Defense providing materials and services to the Department of Defense, and government-owned/contractor
operated and government-owned/government-operated facilities 















 


OFFICE LOCATED AT 10 WATER STREET, HALLOWELL, MAINE 04347 
 


 
 
 
 
 
 


     MEMORANDUM 
 


 
TO:  All Industry Members 
FROM: Tim Poulin, Deputy Director 
RE:  Reminder of Permissible Activities in On Premises Establishments 
DATE:  April 2, 2020 
 


***************************************************************************** 
 
This memo is intended to be a reminder and serve as further guidance on the permissible activities and mandates 
under Governor Mills’ existing Executive Orders. 
 


A. All on-premises establishments may: 
1. Remain open for curbside pick-up or delivery only; and 
2. Sell beer and wine in the manufacturers’ original sealed container with food orders only. 


 
B. All on-premises establishments must adhere to the strict social and physical distancing requirements as 


mandated by the Governor on March 31st (see my Memo of April 1st). 
 


C. All on-premises establishment must not: 
1. Sell any beer, wine or spirits for consumption on the premises; 
2. Fill and/or sell growlers or crowlers from taps in their establishments (this does not apply to Maine 


licensed breweries with an associated restaurant license); and 
3. Create and/or sell cocktails to go in any type of container, sealed or otherwise. 


 
If you have any questions, please contact me by email at Tim.Poulin@Maine.gov or on my mobile at (207) 215-
1730. 


 
 


JANET T. MILLS 
GOVERNOR 


 


STATE OF MAINE 
DEPARTMENT OF ADMINISTRATIVE AND FINANCIAL SERVICES 


BUREAU OF ALCOHOLIC BEVERAGES AND LOTTERY OPERATIONS 
 


8 STATE HOUSE STATION 
AUGUSTA, MAINE  04330-0008 


 
KIRSTEN LC FIGUEROA 


COMMISSIONER 
 


GREGORY R. MINEO 
DIRECTOR 



https://www.maine.gov/dafs/bablo/sites/maine.gov.dafs.bablo/files/inline-files/Update%20on%20Governor%20Mills%20March%2031st%20%20EO%20-%20more%20restrictions%20for%20essential%20businesses.pdf

https://www.maine.gov/dafs/bablo/sites/maine.gov.dafs.bablo/files/inline-files/Update%20on%20Governor%20Mills%20March%2031st%20%20EO%20-%20more%20restrictions%20for%20essential%20businesses.pdf

mailto:Tim.Poulin@Maine.gov

mailto:Tim.Poulin@Maine.gov





      Essential Business Operations Definitions  
March 31, 2020 


 


ESSENTIAL BUSINESSES AND 
OPERATIONS: 


Retail: 


• Grocery Stores 
• Household Goods  
• Convenience Stores and Gas Stations 
• Hardware Stores and Home Repair  
• Automobile Repair 
• Bicycle Repair 
• Pharmacy and Other Medical Supply 


Stores  
• Medical Marijuana Dispensaries  
• Post Offices and Shipping Outlets 
• Office Supplies 
• Electronics and Communications 
• Banks and Credit Unions 
• Laundromats and Dry Cleaning 
• Animal Feed and Pet Supply Stores 
• Truck Delivery and Distribution of 


Goods 
• Hotel and Commercial Lodging 
• Boat Builders 
• Real Estate Agencies  
• Gun Shops 
• Garden Stores and Green Houses 
• Restaurants and Bars – Curbside 


Pickup, Takeout, and Delivery Only 
• Fishing Supply and Bait Shops 


 


 


 


 


Other Essential: 


• Food Processing and Agriculture 
• Fishing and Aquaculture  
• Industrial Manufacturing  
• Construction and Maintenance of 


Essential Infrastructure 
• Trash Collection and Transfer Stations  
• Forest Products  
• Psychiatric and Long-Term Care 


Facilities 
• Group Homes and Residential 


Treatment Facilities  
• Biomedical 
• Life Science 
• Behavioral Health, Health Care, Dental 


Care, and Long-Term Services and 
Supports Providers and Organizations  


• Child Care Providers 
• Veterinary Clinics and Animal Welfare  
• Public Transportation 
• Legal, Business, Professional, 


Environmental Permitting and 
Insurance Services 


• All Utilities Such as Electricity, Water, 
Wastewater and Telecommunications 


 


 


NON-ESSENTIAL BUSINESS AND 
OPERATIONS: 


 


• Shopping Malls  
• Fitness and Exercise Gyms 
• Spas  
• Barber Shops  
• Hair Salons  
• Tattoo and Piercing Parlors  
• Parlors  
• Massage Facilities  
• Nail Technicians  
• Cosmetologists and Estheticians  
• Electrolysis Services  
• Laser Hair Removal Services, and 


Similar Personal Care and Treatment 
Facilities and Services 


• Dog Grooming 
• Auto Dealerships 
• Golf Courses 
• Disc Golf Courses 
• Ride Share 











State of Maine 


CEASE & DESIST NOTICE 
[37-B M.R.S. § 786(1)] 


 
Date: _____________      Case #: _______________ 
 


To: ______________________________________ Date of Birth: _________ 
 


Address:  ___________________________________________________________ 


 


You are prohibited from 


_________________________________________________________________________


_________________________________________________________________________


_________________________________________________________________________ 


or any other conduct that violates the Governor’s Executive Orders issued pursuant 


to the Civil State of Emergency in accordance with 37-B M.R.S. § 742. 


 


_________________________________________ 


Officer 


Agency 
 


This notice is EFFECTIVE IMMEDIATELY and remains in effect for the duration 


of the Governor’s Executive Orders.  Failure to comply with this order may result in 


your being charged with a Class E crime, punishable by up to six months in jail 


and/or a fine of up to $1,000. 
 


SERVICE 


 


I, _________________________, being a duly sworn law enforcement officer, served this 


notice in hand to the above-named ______________________on ________at ____hours.   


     


______________________________________ 


Officer 


Agency 


 


ACKNOWLEDGEMENT 


  


I acknowledge receipt of this notice. 


 


____________________________________  
(Signature) 


□ Refused to Sign Acknowledgement 


 


Original to person served ● Copy to department 


 





		(U) An Order Regarding Unlawful Evictions

		(U) An Order Modyifying the Primary Election to Reduce Exposure to COVID-19

		(U) An Order Temporarily Modifying Certain In-Person Notarization and Acknowledgement Requirements

		(U) An Order Establishing Quarantine Restrictions on Travelers Arriving in Maine

		(U) An Order Regarding Further Restrictions on Public Contact and Movement, Schools, Vehicle Traveland Retial Business Operations

		(U) An Order Extending the Effective Date of Executive Order Regarding Essential Businesses and Operations

		(U) An Order Regarding Essential Businesses and Operations

		(U) An Order to Protect Public Health

		(U) Reminder of Permissible Activities in On Premises Establishments

		(U) Maine Essential Business Operations Definitions

		(U) Uniform Notice

		(U) Cease and Desist Notice







File Attachment
(U) Executive Orders Enacted by Governor Janet Mills as well as Other Related Information.pdf



 

 
UNCLASSIFIED// LAW ENFORCEMENT SENSITIVE 

UNCLASSIFIED// LAW ENFORCEMENT SENSITIVE 

 

 
No information provided for 23 April 2020. 
 
 
 
 
 
 

(U) CLOSURES: 

Tracked by: HSEC SIN(s) 1.2, 1.5, 1.8, 6.1 / MIAC SIN(s) 6, 12, 17 


