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INTRODUCTION

This report accounts for the privacy/civil liberties/civil rights (P/CL/CR) audit that
was conducted by the Maine Information & Analysis (MIAC) audit team (Team) for
the period of 01 August 2021 through 31 December 2021.

The members of the Team were MIAC Board Member Brewer Police Chief, Jason
Moffitt; MIAC Board Member Michael Feldman; LT Tyler Stevenson, MIAC Director
and SGT Mathew Casavant, MIAC Compliance Officer. The audit is conducted
pursuant to the MIAC Privacy Policy, specifically Part X(3)(B).

GENERAL AUDIT PROCESS

To conduct the audit, the Team followed the “MIAC Privacy Audit Policy,” which is
attached to this report.

As a general note, certain presumptions generally guided the Team in its work.
Those presumptions included, as examples:

» That, generally, records that are the subject of such audits are commonly
understood to be restricted for law enforcement (LE) use only;

» That, generally, records that are the subject of such audits are typically
confidential/nonpublic by law, and that their dissemination is therefore
restricted by law;

» That conclusions stated or asserted in records prepared by a LE agency (LEA)
are presumed to be factually based;

» That, currently, no records subject to such audits that are maintained in
MIAC-administered systems are required by law to be purged;

* That certain databases in which records are maintained or through which
records are disseminated (for example, eGuardian) are accessible only by
authorized LEAs and LE officers (LEOs);

» That the MIAC Compliance Officer reviews and approves each Activity Report
entry on a weekly - if not daily - basis, that information is reviewed and
approved prior to its entry into the eGuardian system, and that all bulletins
are peer-reviewed before their dissemination;

» That “personally identifying information” was to be construed broadly for the
purposes of question 6 on the Record Evaluation Form, and not to be
construed to mean “personal information” (as defined in 10 M.R.S. c. 210-B),
which is more narrowly defined.
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POINTS OF DISCUSSION FOR FURTHER REVIEW WITH THE ADVISORY BOARD

Points of discussion during the audit that will be further discussed by the Board
included:

1.

2.

The significant increase in eGuardian submissions during this rating period.

Is threatening or hate speech protected under the 1 amendment? This was a
point of conversation in the 5% Audit as well.

Discussion on a potentially 15t amendment protected protests occurring on the
private property of a public employee.

CONCLUSION

M The audit found no evidence of nonconformance by the MIAC with the

Center’s Privacy Policy, revised 04 October 2021.

The inclusion of two MIAC Advisory Board Members in the P/CR/CL Audit was
found to be constructive and beneficial to this process. They provided
valuable feedback and engaged in meaningful discussion on a variety of
matters relating to P/CR/CL. The addition of selections of MIAC Activity
Report entries by the board members also proved to be very valuable.
Oftentimes those handpicked entries generated the most substantive
discussions amongst the audit Team.

ATTACHMENTS

B Individual evaluation forms accounting for the Team’s work during the

privacy audit.
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Stevenson, Tzler Y

From: Jason Moffitt <jmoffitt@brewermaine.gov>
Sent: Tuesday, February 22, 2022 2:17 PM

To: Stevenson, Tyler Y

Subject: Audit Process

Foliow Up Flag: Follow up

Flag Status: Flagged

EXTERNAL: This email originated from outside of the State of Maine Mail System. Do not click links or open
attachments unless you recognize the sender and know the content is safe.
Lt. Stevenson,

This email is to confirm that | participated in the following two in-person audits on October 251 2021 and January 27,
2022 for the 5™ and 6" MIAC audits respectively. | will add that | am impressed with the levei of internal oversight
occurring every day at MIAC. The audits confirm this. | have no concerns with the management of this unit and, further,
believe that your employees pursue the goal of enhancing public safety while simultaneously respecting the
constitutional rights of citizens.

Feel free to reach out if | can be of any further assistance.

Jason 1. Moffitt

Director of Public Safety

Brewer Police and Fire Department
151 Parkway South

Brewer, ME 04412

207.989.7001




Boar e MICHAEL FELDMAN\

Having now participated in the last 3 MIAC Audits, I'm going to
now try to step back a bit and look at the process of the Audit-
which is relatively recent and has gone through changes in make-
up and process over the last few years. This is really my opinion
and shouldn’t be assumed to be the same as most citizens.

First, the atmosphere: This is really the most important step. If
you are bringing in a member of the public to sit with 4 long-time
law enforcement officers in a room for hours at a time and to
relax- you have taken on a huge challenge! Next, you ask that
public committee member to honestly express their opinions on
the most controversial issues of the day- constitutional Bill of
Rights issues- privacy, guns, right to protest, search and seizure,
etc.....Possibly disagreeing with the other 4 members after a
serious discussion.

Lt. Johnston and Sgt Casavant and now Lt. Stevenson have
created that culture. This Audit can only be worthwhile if
members feel free to express their true beliefs about these core
issues. I certainly did.

The second issue from my perspective is the determination of
what communications to look at- what subjects we choose to
examine. I felt I was free to choose whatever ten I wanted to see;
but, more specific information would be helpful for a first time
auditor trying to figure out what to look at. We have lowered the
large number of incidents we review, but have we gone too far? I
don’t know, but the entire MIAC should continually examine and
refine this process so that it works well for all citizens. I think
the last 2 years have been a very good start.

I appreciate the opportunity to be a part of this process and
would recommended it to others.

Mike Feldman

Public Member, MIAC




MAINE STATE POLICE
MAINE INFORMATION & ANALYSIS CENTER

MIAC Privacy/Civil Liberties/Civil Rights (P/CL/CR) Audit Policy

The purpose of this policy is to establish the process the MIAC will
follow when conducting privacy/civil liberties/civil rights (P/CL/CR)
audits, which are intended to help to continually improve the Center’s
compliance with the MIAC P/CL/CR Policy.

The following process shall be followed when MIAC P/CL/CR audits are
conducted:

1. The MIAC Director, the MIAC Compliance Officer, the MIAC
P/CL/CR Officer, the Public Member of the MIAC Advisory Board,
and a Member of the Board selected by the Board’s Chair (the
“Audit Team”) shall conduct the P/CL/CR audit. If the Public
Member of the Board cannot participate in an audit, then the Chair
shall select another Member of the Board to participate.

2, The MIAC Director shall determine the timeframe for which the
P/CL/CR audit will account.

3. To avoid any actual or perceived selection bias during the audit
process, MIAC will pick activity entries at random using the
“Research Randomizer” website (www.randomizer.org). A
random sample of ten (10) MIAC Activity Report entries (“AR
entries”) for the timeframe specified shall be audited, as well
shall be all entries made by the MIAC into the Federal eGuardian
system during the timeframe. In addition, both of the Board
Members participating in the P/CL/CR audit each shall select ten
(10) AR entries to be audited from the range of AR entry report

Amended 12/12/2020
Lt. Johnston and Chris Parr




numbers that are used to generate the random sample. If any AR
entry resulting from the random selection process is an
administrative entry (such as a “watch desk duty” entry), that
entry shall be discarded and a new one shall be randomly selected.

4. The AR entries to be audited - including the ten selected (twenty
(20) total) by the respective Board Members - shall be
disseminated to the Audit Team no later than fourteen (14)
calendar days prior to the date of the P/CL/CR audit.

5. The MIAC Compliance Officer shall prepare a summary of each AR
entry that will be reviewed during the P/CL/CR audit. The
summaries may be prepared before, during, and/or following the
audit. The summaries of the respective AR entries that are
prepared by the MIAC Compliance Officer shall be forwarded to
the MIAC P/CL/CR Officer for later inclusion in the MIAC
evaluation forms described in section 6. The content summary
should be de-identified information regarding each activity report
that can lawfully be disseminated publicly in the interest of
promoting transparency and clarity on MIAC’s activities.

6. A MIAC-designed evaluation form based on the Department of
Homeland Security P/CR/CL Audit Guidance for the State, Local,
Tribal, and Territorial Intelligence Component product, shall be
used to audit each MIAC Activity Report entry, including all
attachments to each entry.

7. The Audit Team shall meet on the date of the P/CL/CR audit to
conduct the audit, either in person or virtually.

8. During the audit process, members of the audit team are
encouraged to engage in constructive discussions regarding
MIAC’s activities with respect to privacy, civil rights and civil
liberties. Members of the audit team are also encouraged and
expected to identify any activities, operations or practices which
arise during the audit that should be brought forward to the MIAC
Advisory Board for additional discussion and consideration.

Amended 12/12/2020
Lt. Johnstan and Chris Parr




10.

11.

12.

Once the Audit Team has completed the P/CL/CR audit, the
evaluation forms shall be finalized by the MIAC P/CL/CR Officer.
The P/CL/CR Officer shall include in the appropriate AR entry
evaluations forms the AR report entry summaries prepared by the
MIAC Compliance Officer.

The MIAC P/CL/CR Officer shall prepare a report of the Audit
Team’s key findings. In addition, each of the Board Members
participating in the P/CL/CR audit shall prepare a brief evaluation
of the P/CL/CR audit and the P/CL/CR audit’s findings to
independently append to the audit report.

Once the P/CL/CR audit report is finalized and the evaluations of
the two Board Members have been appended to the report, the
report is complete.

The P/CL/CR audit report then shall be presented to the full
Advisory Board at its next-scheduled meeting.

Amended 12/12/2020
Lt. Johnston and Chris Parr




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1528

HISN request on a Maine Registered Sex Offender arrested in another State.

Does the RECORD provide information that is consistent with the MIAC's
mission?

o |[Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source {(e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

-A. If s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such? x
¢ |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If s0, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health freatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

; When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist,”" "radical," "far
10 11eft," "far right,” etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the govermment for a redress of
grievances." )

A. If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS . =
HISN- Homeland Security Information Network.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC"} PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1617

E-Guardian entry related to bomb threat at a critical infrastructure facility.

_ QUESTION
Does the RECORD provide information that is consistent with the MIAC's

mission?

5 {Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

-K. If so, are such labels or ratings included in the RECORD?

Does the RECORD require any use or dissemination limitations or restrictions
(tegal or otherwise), given its content?

4

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erronecus
data?

-A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged? '

Does the RECORD use broad, vague descriptors {(e.g., "extremist," "radical," "far
10 J1eft," "far right," etc.) of persons and organizations?

A, If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A, If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishinent of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC"} PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1470

Report of subject caught carrying a firearm in a motor vehicle who resisted arrest.

Does the RECORD 901 e information that is consistent with the MIAC's
mission?

5 |Was the RECORD disseminated by the MIAC to any agency or person? X

A, If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another Iaw enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or %
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A, If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A, If so, are such limitations or restrictions expressly stated in the RECORD?

5 [Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. f so, was the inclusion of the PII necessary?

B. If s0, does the PI included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If s0, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

.A. If s0, was the RECORD amended or rescinded as a resulf?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Docs the RECORD use broad, vague descriptors {e.g,, "extremist," "radical," "far

10 i1eft," “far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
ot gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If s0, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances,")

A, If 50, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC"}) PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1540

Compilation of calls for service of a law enforcement agency.

Does the RECORD pr information that is consistent with the MIAC's
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g,,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If so, are such Iabels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal ot otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If 50, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so0, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

When it was originally reviewed, was the RECORD found to include erroneous

7 |data?
A, If so, was the RECORD amended or rescinded as a result?
8 Does the RECORD expressly identify the audience for whom the RECORD is

intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptots (e.g., "extremist," “radical," "far
10 \1eft," "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free

13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the peaple peaceably to assemble, and to petition the govermnent for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B, If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1348

HSIN request for information related to missing endangered female in another State.

Does the RECORD provide information that is consistent with the MIAC's
mission?

o |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A, ¥f 50, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If s0, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If 50, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("P1I")? X




A. If so, was the inclusion of the PII necessary?

B. If 50, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

; When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 lieft," *far right,” etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORI}?

12 |Does the record discuss or reference religion?

A. If 50, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishinent of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD

relates?

B. If s0, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

) ()
HISN- Homeland Security Information Network.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1483

Request from Maine County EMA Director for all cybersecurity incidents on record for 2021.

Does the RECORD provide information that is consistent with the
mission?

2 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for

a new audience? X
(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or X

3 |reliability of the information in the RECORD?
-iﬁ;. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X

A. If so, are such limitations or restrictions expressly stated in the RECORD? X

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("PII")? X




A, If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health {reatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
2 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 \1eft "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of veligion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. I so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Lipdated 2/18/2021

2021-1464

Report from law enforcement agency of public gatherings/rallies/protests for situational awareness.

Does the RECORD provide information that is consistent with the MIAC's
mission?

5 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

-A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A. If s0, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If 50, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If s0, was the RECORD amended ot rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 |1eft," *far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishinent of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

() (3]
No action taken by the MIAC,




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1437

Request from out of state law enforcement agency requesting assistance in locating a missing and suicidal individual.

Does the RECORD provide information that is consistent with the MIAC's
mission?

p |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If s0, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

-A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such? x
6 |Does the RECORD contain personally identifying information ("PII')? X




B A. If so, was the inclusion of the PII necessary?

8 B. If 50, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

B8 (1) If so, was the PII necessary to include in the RECORD, given the
B information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 l1eft," "far right,” etc.) of persons and organizations?

A. If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall inake no law vespecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the govermnent for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If s0, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

ocated before any information could be disseminated.

b} ect was |




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Uipdated 2/18/2021

2021-1298

MIAC disseminated information related to a subject making threats to law enforcement who ultimately engaged in an
altercation with law enforcement.

QUEST

Does the RECORD provide information that is consistent wit the
1 |mission? X
2 [Was the RECORD disseminated by the MIAC to any agency or person? X
A. Tf the RECORD was disseminated, is there documentation evidencing that it X

was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source {e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for

a new audience? X
(1) If so, was the RECORD appropriately re-labeled or Iabeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or X

3 reliability of the information in the RECORD?
m. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A, If s0, are such limitations ot restrictions expressly stated in the RECORD? X
5 |Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such?
X
6 |Does the RECORD contain personally identifying information ("PII")? X




Bl A. If so, was the inclusion of the PII necessary? X

B. If so, does the PII included in the RECORD relate to minots, victims of
domestic violence, victims of sexual abuse, participants in substance abuse X
programs, or participants in mental health treatment programs?

M (1) If so, was the PII necessary to include in the RECORD, given the
B information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result? X

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

8

Does the RECORD use broad, vague descriptors (e.g., "extremist,” "radical," "far
10 |1eft,” "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation, X
or gender identity?

A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD? X

12 {Does the record discuss or reference religion? X

A. If so, is the discussion of or reference to religion neutral? X

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of X
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD X
relates?

B. If su, was there a compelling reason to create the RECORD? X

C. If s0, was the RECORD narrowly-tailored to achieve that purpose? X J

() @
Regarding question 10, the subject involved provided broad descriptors in his own social media posts.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1301

Anonymous tip of subject potentially attempting to harm family members which was investigated by law
enforcement.

Does the RECORD provide information that is consistent with the MIAC's
mission?

o |Was the RECORD disseminated by the MIAC to any agency or person? X

A, If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

-A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If 50, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such?
X
6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

4B 1If s0, does the PII included in the RECORD relate to minors, victims of
i domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

[ (1) I s0, was the PII necessary to include in the RECORD, given the
flinformation being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 Heft," "far right," etc.) of persons and organizations?

A. If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A, If 50, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.” )

A. If so, does the RECORD include any necessaty and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If 50, was the RECORD narrowly-tailored to achieve that purpose?

(] (]
Not disseminated due to the fact law enforcement had already been notified of the incident.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1270

Report of subject making threats to CDC and other State entities which was shared with local law enforcement agency.
Does the RECORD provide information that is consistent with the
1 Imission?
Was the RECORD disseminated by the MIAC to any agency or person? X
A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination? X
B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own X
RECORDs prior to their dissemination?
C. If the RECORD was disseminated, was it tepurposed or revised by MIAC for
a new audience? X
(1) If so0, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?
Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD? X
A. If so, are such labels or ratings included in the RECORD? X
Does the RECORD require any use or dissemination limitations or restrictions
4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
5 |Are any opinions of MIAC personnel stated in the RECORD? X
A. If s0, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("PII")? X




B A If s0, was the inclusion of the PII necessary?

a B, 1f so, does the PII included in the RECORD relate to minors, victims of
Bl domestic violence, victims of sexual abuse, participants in substance abuse
Bl programs, or participants in mental health treatment programs?

BBY (1) 1f so, was the PII necessary to include in the RECORD, given the
§ information being provided in the RECORD?

[When it was originally reviewed, was the RECORD found to include erroneous

7 data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist,” "radical,” "far
10 |1eft," "far right,” etc.) of persons and organizations?

- A. If so, was the use of the descriptors appropriate given the purpose of the
§information provided in the RECORD?

[ B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall inake no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If s0, was the RECORD narrowly-tailored to achieve that purpose?

Regarding question 10, the subject making the alleged threats provided broad descrlptrs in this rrt.
Regarding question13, although much of the content is protected speech the threats made negate the protected activity.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updnted 2/18/2021

2021-1628

Public safety release related to fake prescription drugs being disseminated nationwide.

Does the RECORD provide information that is consistent wit the
mission?

5 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for

a new audience? X
(1) If s0, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require Iabels or ratings relating to the confidence or X

3 | ieliability of the information in the RECORD?
-A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 {legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
5 |Are any opinions of MIAC personnel stated in the RECORD? X
A. If 50, are the opinions expressly labeled or otherwise identified as such?
X
6 |Does the RECORD contain personally identifying information ("PII")? X




8! A. If so, was the inclusion of the PII necessary?

B If so, does the PH included in the RECORD relate to minors, victims of
B domestic violence, victims of sexual abuse, participants in substance abuse
B programs, or participants in mental health treatment programs?

i _:. (1) If so, was the PII necessary to include in the RECORD, given the
M information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
108 1eft," "far right," etc.) of persons and organizations?

f A If so, was the use of the descriptors appropriate given the purpose of the
Bl information provided in the RECORD?

B . If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A, If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A, If s0, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.” )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1627

E-Guardian entry related to a ransomware attack on an administrative office.

Does the RECORD provide information that is consistent wi
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If s0, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




Bl A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
L domestic violence, victims of sexual abuse, participants in substance abuse
B8 programs, or participants in mental health treatment programs?

L (1) If so, was the PII necessary to include in the RECORD, given the
B | information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 Heft," *far right," etc.) of persons and organizations?

B . If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

:._ B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender idenfity?

BB A. If so, were those descriptors appropriate to include, given the information
Il being provided in the RECORD?

Does the record discuss or reference religion?

A If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.”)

B A. If so, does the RECORD include any necessaty and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

Critical mfrasructure, mformtmn reerd to .'




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Lipdated 2/18/2021

2021-1299

Request for out of State LPR relating drug investigation.

Does the RE prie that is consistent with the MIAC's
mission?

» |Was the RECORD disseminated by the MIAC to any agency or person? X

B A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

[ B. If the RECORD was disseminated and it originated from another source {e.g.,
B another law enforcement agency), did MIAC review and approve the RECORD

B in the same manner in which MIAC would review and approve its own

I RECORDS prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

Bl (1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

- A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X ‘
5 |Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such?
X
6 |Does the RECORD contain personally identifying information ("PI1")? X




S 8 A. If so, was the inclusion of the PII necessary?

. _ B B. If so, does the PII included in the RECORD relate to minors, victims of
g ! domestic violence, victims of sexual abuse, participants in substance abuse
BN programs, or participants in mental health treatment programs?

;_-.: #l (1) If so, was the PII necessary to include in the RECORD, given the
B information being provided in the RECORD?

. it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 |1eft," "far right," etc.) of persons and organizations?

PR A. If so, was the use of the descriptors appropriate given the purpose of the
i information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

BRR A. If so, were those descriptors appropriate to include, given the information
B being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redsess of
grievances.")

3 A. If so, does the RECORD include any necessary and appropriate qualifiers or
% context regarding First Amendment-protected activities to which the RECORD
relates?

BB, 1f 50, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

LPR- License Plate Reader




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1867

E-Guardian entry related to a school threat Written on a bathroom wall.

Does the RECORD provide information that is consistent with the MIAC's
mission?

5 {Was the RECORD disseminated by the MIAC to any agency or person? X

A, If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or %
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If so0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A, If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




Bl A. If s0, was the inclusion of the PII necessary?

. B. If s0, does the PII included in the RECORD relate to minors, victims of
8 domestic violence, victims of sexual abuse, participants in substance abuse

programs, or participants in mental health treatment programs?

S _3 {1} If so, was the PII necessary to include in the RECORD, given the
R information being provided in the RECORD?

When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
otherwise purged?

10

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
left," "far right," etc.) of persons and organizations?

M A. If so, was the use of the descriptors appropriate given the purpose of the
l information provided in the RECORD?

M B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

ll A. If so, were those descriptors appropriate to include, given the information

being provided in the RECORD?

Does the record discuss or reference religion?

A. If s0, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; ot the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

B A, If so, does the RECORD include any necessary and appropriate qualifiers or

context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1819

Request for information from law enforcement agency related to an ongoing drug investigation.

1Does the RECORD provide information that is consistent with the MIAC's
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source {e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORID?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A, If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

¢ |Does the RECORD contain personally identifying information ("PII")? X




B A. If so, was the inclusion of the PII necessary?

. B. If so, does the PII included in the RECORD relate to minors, victims of

domestic violence, victims of sexual abuse, participants in substance abuse
programs, or patticipants in mental health treatment programs?

il (1) If so, was the PII necessary to include in the RECORD, given the
Bl information being provided in the RECORD?

When it was originally reviewed, was the RECORD found to include erroneous

data?

A, If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
otherwise purged?

10

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
left," "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

_ I B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining fo one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If 50, is the discussion of or reference to religion neutral?

13

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishinent of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances," )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1776

E-Guardian entry related to threats received by State Legislators as well as Maine Government office.

oes the RECORD ide information that is consistent with the MIAC's
missian?

o |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

-A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X

A. If so, are such limitations or restrictions expressly stated in the RECORD? X

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such? X
¢ (Does the RECORD contain personally identifying information ("PII")? X




[ A. If so, was the inclusion of the PII necessary?

: B. If 50, does the PII included in the RECORD relate to minors, victims of
8l domestic violence, victims of sexual abuse, participants in substance abuse
SRRl programs, or participants in mental health treatment programs?

B8 (1) If so, was the PII necessary to include in the RECORD, given the
B information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical,” "far
10 1eft," "far right," etc.) of persons and organizations?

B A. If s0, was the use of the descriptors appropriate given the purpose of the
N information provided in the RECORD?

3 B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

BB A If so, were those descriptors appropriate to include, given the information
B being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establislument of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.” )

§ A. If 50, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If s0, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

Nationwide check and dissimination to federal authorities.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1753

E-Guardian entry related to the discovery of an explosive device at a residence.

rovie information that is consistent with the MIAC's

» |Was the RECORD disseminated by the MIAC to any agency or person? X

B A. If the RECORD was disseminated, is there documentation evidencing that it
BN v s reviewed and approved prior to its dissemination?

Bl 5. if the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
Bin the same manner in which MIAC would review and approve its own X
B RECORDs prior to their dissemination?

B . If the RECORD was disseminated, was it repurposed or revised by MIAC for
B2 new audience?

B (1) If s0, was the RECORD appropriately re-labeled or labeled as
fl necessary prior to MIAC's dissemination of the repurposed or X
Ml revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

-7\. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 {legal or otherwise), given its content? X

A. If so, are such limitations or restrictions expressly stated in the RECORD? X
5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("PII"}? X




A. If so, was the inclusion of the PII necessary?

B. If 50, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or patticipants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

7 When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a resulf?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 lteft," “far right,” etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A, If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENT
Information dissiminated to FBI.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1765

Report of a sovereign citizen extremist group gathering in multiple locations in Maine,

mission?

p |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that jt
was reviewed and approved prior to ifs dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDs prior Lo their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for

a new audience? X
(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or X

3 |reliability of the information in the RECORD?
-A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If s0, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("P1I")? X




A. If so, was the inclusion of the PII necessary? X

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse X
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the

information being provided in the RECORD? X
When it was originally reviewed, was the RECORD found to include erroneous
7 |data? X
-A. If so, was the RECORD amended or rescinded as a result? X
Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended? X
Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged? X
Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 |1eft," "far right," etc.) of persons and organizations? X
A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD? X
B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X
Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation, X
or gender identity?
A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD? X
12 {Does the record discuss or reference religion? X
A. If s0, is the discussion of or reference to religion neutral? X

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law vespecting an establishment of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of X
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or

context regarding First Amendment-protected activities to which the RECORD X

relates?

B. If so, was there a compelling reason to create the RECORD? X

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X
0 ()

Regarding question 13, the assembly of people wasn't a law enforcement issue it was the motor vehicle violations.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1869

MIAC received information related o theft suspects and completed case suort related to the inestigation.

[Does the RECORD provide information that is consistent with the MIAC's
mission?

» [Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD?

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If s0, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If 80, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If s0, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. ¥ 50, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 l1eft," far right," etc.) of persons and organizations?

A, If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Daes the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to Pirst Amendment-protected activity ("Congress
shall make nio law respecting an establislunent of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1779

E-Guardian entry related to suspicious letter containing white powder.

- QUESTION
Does the RECORD provide information that is consistent with the MIAC's
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
{legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. ¥f so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate fo minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g,, "extremist," "radical," "far
10 |jeft," "far right," etc.) of persons and organizations?

A, If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of veligion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. ¥ so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If s0, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTE




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1837

E-Guardian entry related to a school threat experienced nationwide.

Does the RECORD provide information that is consistent with the MIAC's
1 mission? X
p |Was the RECORD disseminated by the MIAC to any agency or person? X
A. If the RECORD was disseminated, is there documentation evidencing that it X

was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for

a new audience? X
(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or X

3 reliability of the information in the RECORD?
A. If s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A, If so, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 i1eft," "far right," etc.) of persons and organizations?

A. If 30, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If s0, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS




MAINE INFORMATION & ANATLYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1870

E-Guardian entry related to swatting incidents received around the country and in Maine,

QUESTION
Does the RECORD provide information that is consistent with the MIAC's
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, s there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. ¥f s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If s0, are the opinions expressly labeled or otherwise identified as such?

6 {Does the RECORD contain personally identifying information ("PIF")? X




A, If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If s0, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

7 When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 eft," "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of veligion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.” )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMEN]

dispatch of a large number of armed police officers to a particular address.

"Swatting" is the action or ractice of makng a k call to emergency services in an attempl to bring about the




MAINE INFORMATION & ANALYSIS CENTER {("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1887

F-Guardian entry related to a bomb threat a Maine school.

QUESHON = .. . ..
Does the RECORD provide information that is consistent with the MIAC's

1 Imission? X
o |Was the RECORD disseminated by the MIAC to any agency or person? X
A. If the RECORD was disseminated, is there documentation evidencing that it X

was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDS prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for

a new audience? X
(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or X

3 |reliability of the information in the RECORD?
-7&. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X

A. ¥ so, are such limitations or restrictions expressly stated in the RECORD? X
5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If s0, are the opinions expressly labeled or otherwise identified as such? X
6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far

10 |1eft," *far right," etc.) of persons and organizations?

A, If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If 50, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law vespecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updnted 2/18/2021

2021-1954

Report of a protest at a private residence in Maine related to vaccination and mask mandates.

mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source {e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information {"P11")? b'e




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

; When it was originally reviewed, was the RECORD found to include erroneous
data?

A, If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g,, "extremist," "radical," "far
10 [1eft," "far right," etc.) of persons and organizations?

A. If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make sno law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the governient for a redress of
grievances.")

A. If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS

Regarding question 10 the record was made ” citizen who used the vague or broad descriptions.

Although considerations were made for the 1st amendment right to protest there were concerns of it occurring on
private property and the potential for criminal activity including criminal trespassing and obstruction of traffic.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1731

E-Guardian entry related to a subject threating to conduct a mass shooting at an educational facility

~ QUESTION = =
Does the RECORD provide information that is consistent with the MIAC's
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If s0, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If s, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? b'e




A, If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or patticipants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors {e.g., "extremist," "radical," "far

10 |1eft," "far right," etc.} of persons and organizations?

A. I so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establislment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If s0, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1698

E-Guardian entry related to a nationwide threat to schools being investigated in Maine.

QUESTION
Does the RECORD provide informatio
mission?

5 |Was the RECORD disseminated by the MIAC to any agency or person? X

that is consmtn ” I's .

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information {"PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist,” "radical," "far

10 l1eft," "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORID?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If 30, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

Information shared with local LEQO and all school districts.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC"} PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1737

eport rom law enforcement agency about a potential banner drop on Interstate 95 in violation of state law.

QUESTIO

Does the RECORD provide information that is consistent with the MIAC's
1 mission? X
» [Was the RECORD disseminated by the MIAC to any agency or person? X
A. If the RECORD was disseminated, is there documentation evidencing that it X

was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g,,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or Iabeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

-A. If so, are such labels or ratings included in the RECORD? X X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A. If s0, are the opinions expressly labeled or otherwise identified as such?
X
6 |Does the RECORD contain personally identifying information ("PII")? X




A. Tf so, was the inclusion of the PII necessary? X

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse X
programs, or participants in mental health treatment programs?

(1} If s0, was the PII necessary to include in the RECORD, given the

information being provided in the RECORD? X
When it was originally reviewed, was the RECORD found to include erroneous
7 |data? X
A. If so, was the RECORD amended or rescinded as a result? X
Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended? X
Does the RECORD expressly state when the RECORD should be distegarded or
9 |otherwise purged? S
Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 l1eft," "far right," etc.) of persons and organizations? X
A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD? X
B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X
Does the RECORD include demographic descriptors pertaining o one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X
or gender identity?
A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD? X
Does the record discuss or reference religion? X
A. If so, is the discussion of or reference to religion neutral? X

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of %
the people peaceably to assemble, and to pelition the government for a redress of
grievances,")

A. If so, does the RECORD include any necessary and appropriate qualifiers or

context regarding First Amendment-protected activities to which the RECORD X
relates?

B. If so, was there a compelling reason to create the RECORD? X
C. If so, was the RECORD narrowly-tailored to achieve that purpose? X

NOTES/COMMENTS - - —
Regarding question3, although the content of the banner maybe protected the location of the drop is the concern.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1746

eport received about perceived hate speech being written on the side of a church.

ESTION _
Does the RECORD provide information that is consistent with the MIAC's
mission?

9 [Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve ifs own X
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If s0, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |ieliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
{legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary? X

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse X
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the

information being provided in the RECORD? X
When it was originally reviewed, was the RECORD found fo include erronecus
7 X
data?
A, If so, was the RECORD amended or rescinded as a result? X
Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended? X
Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged? X
Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical,” "far
10 |1eft," "far right," etc.} of persons and organizations? X
A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD? X
B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X
Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation, X
or gender identity?
A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD? X
12 |Does the record discuss or reference religion? X
A. If 5o, is the discussion of or reference to religion neutral? X

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prolibiting the free
13 l|exercise thereof; or abridging the freedom of speech, or of the press; of the right of X
the people peaceably to assemble, and to petition the government for a redress of
|\grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or

context regarding First Amendment-protected activities to which the RECORD X

relates?

B. If so, was there a compelling reason to create the RECORD? X

C. If s0, was the RECORD narrowly-tailored to achieve that purpose? X
() ()

Regarding question 11, the hate speech contained a racial slur. Regarding question 13, although some of the content of
the speech could be protected, the content of hate speech and vandalism negates this.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2158

Request for information from law enforcement agency related to the arrest of an outlaw motorcycle gang member.

Does the RECORD provide information that is consistent with the MIAC's
mission?

o |Was the RECORD disseminated by the MIAC to any agency or person? X

A, If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
{legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 J1eft," "far right," etc,) of persons and organizations?

A. If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If 50, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM

Updnted 2/18/2021

2021-2026

Citizen social media report of Outlaw Motorcycle Gang activity referred to the FBL

mission?

Was the RECORD disseminated by the MIAC to any agency or person?

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD?

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD?

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")?




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

7 When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 |1eft," "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2184

orts of a scam targeting those presently on the State of Maine Sex Offender Registry, disseminated to law

enforcement agencies for awareness.

QUESTION -
Does the RECORD provide information that is consistent with the MIAC's
mission?

5 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same mannet in which MIAC would review and approve its own
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD? X

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
4 {legal or otherwise), given its content?

A. If sq, are such limitations or restrictions expressly stated in the RECORD? X

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such? x

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If s0, does the Pil included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

When it was originally reviewed, was the RECORD found to include erroneous
data?

.A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 {1eft," "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedomt of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMEN
PII was included in a police report.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2178

Report from a local police department to the FBI related to foreign nationals disappearing from a local university
under suspicious circumstances.

UESTIO -
Does the RECORD provide information that is consistent with the MIAC's
mission?

5 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
{legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A, If s0, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical,” "far
10 {1eft," "far right," etc.) of persons and organizations?

A, Tf so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A_If so0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A, If s0, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall malke no law respecting an establishment of religion, or prohibiting the free

13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the governmnent for a redress of
grievances.")

A, If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS . ___ -
Wasn't dissminated due to the fact the FBI already had the information.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2036

Citizen report of information related to a homicide being investigated by the Maine State Police.

Does the RECORD rvde information that is consistent with the MIAC's
mission?

2 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it eriginated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliabilily of the information in the RECORD?

-A. If s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

¢ (legal or otherwise), given its content? X
A. If s0, are such limitations or restrictions expressly stated in the RECORD? X
5 |Are any opinions of MIAC personnel stated in the RECORD? X
A. If so, are the opinions expressly labeled or otherwise identified as such?
X
6 |Poes the RECORD contain personally identifying information ("PI")? X




A. If so, was the inclusion of the Il necessary?

B. ¥ s0, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to inciude erroneous
data?

A, If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 {1eft,” "far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A, If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free

13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A, If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2199

Request for information from State law enforcement agency related to a criminal investigation.

mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source {e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDS prior ta their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("P1I")? X




A If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, patticipants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

; When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. 1f s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," “far
10 i1eft," “far right," etc.) of persons and organizations?

A, If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A, If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall inake no law respecting an establishment of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updafed 2/18/2021

2021-1962

Request for information from a law enforcement agency related to a vehicle which fled from them.

QUESTION .~ - -
Does the RECORD provide information that is consistent with t

he MIAC's
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD requite labels or ratings relating to the confidence or
3 lreliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(tegal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A. If 50, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PH")? X




A. If so, was the inclusion of the PII necessary?

B. If s0, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

; When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g,, "extremist," "radical," "far
10 |1eft," “far right," etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Poes the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of veligion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If s0, was the RECORD narrowly-tailored to achieve that purpose?

() ()
Demograph discriptors were included in the attempt to identify the suspect.




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Lipdated 2/18/2021

2021-2009

Citizen report via social media on suspicious behavior involving possible foreign nationals in Maine, referred to FBI
and DHS.

Q N
Does the RE
mission?

» [Was the RECORD disseminated by the MIAC to any agency or person? X

CORD provide information that is consistent with the MIAC's

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If so0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("P11")? X




A. If so, was the inclusion of the PII necessary? X

B. If s0, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse %
programs, or participants in mental health treatment programs?

(1) If so0, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

” When it was originally reviewed, was the RECORD found to include erroneous
data?

A. If so, was the RECORD amended or rescinded as a result? X

Does the RECORD expressly identify the audience for whom the RECORD is
intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g,, "extremist," "radical," "far
10 |1eft," "far right," etc.) of persons and organizations?

A. If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X
or gender identity?

A. If s0, were those descriptors appropriate to include, given the information
being provided in the RECORD? X

Does the record discuss or reference religion? X

A. If 8o, is the discussion of or reference to religion neutral? X

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establislunent of religion, or prohibiting the free

13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of X
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD X
relates?

B, If so, was there a compelling reason to create the RECORD? X

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X

Regarding question 10 the record was made by a citizen who used the vague or broad descriptions,




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1973

E-Guardian entry related to a bomb threat e-mail received by a Maine University.

mission?
Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. I so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
4 (legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A, If s0, are the opinions expressly labeled or otherwise identified as such?

¢ |Does the RECORD contain personally identifying information ("PII")? X




A, If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 |1eft," "far right,” etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 |individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity? '

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof; or abridging the freedom of speech, or of the press; ot the vight of
the people peaceably to assemble, and to petition the government for a tedress of
grievances.” )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. I so, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-1997

il th ftafine trans oy AL

MIAC disseminated information and provided case support related to car burglaries where firearms had been stolen.

- QUESTION
Does the RECORD provide information
mission?

Was the RECORD disseminated by the MIAC to any agency or person? X

a coistet with te IA'

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g,,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 reliability of the information in the RECORD?

A. If s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
4 {legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

& |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B, If so, does the PIT included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 lotherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 |1eft," "far right," etc.) of persons and organizations?

A. If s0, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORI}?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

12 |Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
13 |exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Uipdated 2/18/2021

2021-2060

Request for information related to locating a subject in Maine as a result of the January 6th Capial estlgation.

# QUESTION
Does the RECORD provide information that is consistent with the MIAC's
mission?

2 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed ot X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

Are any opinions of MIAC personnel stated in the RECORD? X

A, If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A, If so, was the inclusion of the PII necessary?

B. If 50, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. 1f so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
2 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 i1eft," "far right,” etc.) of persons and organizations?

A. If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If so, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall inake no law vespecting an establishment of veligion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances." )

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2045

Request for information for police reports from out of state law enforcement agency related to a homicide.

JUESTION - ... = =
Does the RECORD provide information that is consistent with the MIAC's
mission?

2 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD

in the same manner in which MIAC would review and approve its own X
RECORD:s prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or labeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 |reliability of the information in the RECORD?

A. If so, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions
(legal or otherwise), given its content?

A. If so, are such limitations or restrictions expressly stated in the RECORD?

5 |Are any opinions of MIAC personnel stated in the RECORD? X

A. If so, are the opinions expressly labeled or otherwise identified as such?

6 |Does the RECORD contain personally identifying information ("PII")? X




A. If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

-A. If s0, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is
8 lintended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 (1eft," "far right," etc.} of persons and organizations?

A, If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or more
11 lindividual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A, If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If s0, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof; or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If so, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so, was there a compelling reason to create the RECORD?

C. If so0, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT

RECORD EVALUATION FORM
Updated 2/18/2021

2021-2236

Citizen report of suspected drug activity and possible motor vehicle violation, referred to local police,

QUESITON
Does the RECORD provide information that is consistent with the MIAC's
mission?

9 |Was the RECORD disseminated by the MIAC to any agency or person? X

A. If the RECORD was disseminated, is there documentation evidencing that it
was reviewed and approved prior to its dissemination?

B. If the RECORD was disseminated and it originated from another source (e.g.,
another law enforcement agency), did MIAC review and approve the RECORD
in the same manner in which MIAC would review and approve its own
RECORDSs prior to their dissemination?

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for
a new audience?

(1) If so, was the RECORD appropriately re-labeled or Iabeled as
necessary prior to MIAC's dissemination of the repurposed or X
revised RECORD?

Does the RECORD require labels or ratings relating to the confidence or
3 lreliability of the information in the RECORD?

-A. If s0, are such labels or ratings included in the RECORD? X

Does the RECORD require any use or dissemination limitations or restrictions

4 (legal or otherwise), given its content? X
A. If so, are such limitations or restrictions expressly stated in the RECORD? X
Are any opinions of MIAC personnel stated in the RECORD? X
A, If so, are the opinions expressly labeled or otherwise identified as such?

X

6 |Does the RECORD contain personally identifying information ("PII")? X




A, If so, was the inclusion of the PII necessary?

B. If so, does the PII included in the RECORD relate to minors, victims of
domestic violence, victims of sexual abuse, participants in substance abuse
programs, or participants in mental health treatment programs?

(1) If so, was the PII necessary to include in the RECORD, given the
information being provided in the RECORD?

. When it was originally reviewed, was the RECORD found to include erroneous
data?

- A, If so, was the RECORD amended or rescinded as a result?

Does the RECORD expressly identify the audience for whom the RECORD is

8 intended?

Does the RECORD expressly state when the RECORD should be disregarded or
9 |otherwise purged?

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," "far
10 (1eft," "far right," etc.) of persons and organizations?

A, If so, was the use of the descriptors appropriate given the purpose of the
information provided in the RECORD?

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC?

Does the RECORD include demographic descriptors pertaining to one or mote
11 (individual's race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity?

A. If so, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Does the record discuss or reference religion?

A. If 50, is the discussion of or reference to religion neutral?

Does the RECORD relate to First Amendment-protected activity ("Congress
shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof: or abridging the freedom of speech, or of the press; or the right of
the people peaceably to assemble, and to petition the government for a redress of
grievances.")

A. If s0, does the RECORD include any necessary and appropriate qualifiers or
context regarding First Amendment-protected activities to which the RECORD
relates?

B. If so,-was there a compelling reason to create the RECORD?

C. If s0, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMENTS
PII included by the reporting citizen.




