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An Act Requiring Hospitals to Adopt Cybersecurity Plans
[bookmark: _ENACTING_CLAUSE__ba281781_454a_483b_b34][bookmark: _DOC_BODY__011f6472_98a3_4665_b11d_1af59][bookmark: _DOC_BODY_CONTAINER__c5d19625_0686_4231_][bookmark: _PAGE__1_e24e04b1_5041_4b21_b8b1_286be55][bookmark: _PAR__1_e8ce9d7b_0775_4a75_96c0_f656cac7][bookmark: _LINE__1_81f0ca48_b5a8_4d3a_b155_223260d]Be it enacted by the People of the State of Maine as follows:
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[bookmark: _STATUTE_S__c83129fe_c47f_43c7_9a8b_ed6e][bookmark: _PAR__3_81a7a778_51f2_46ab_b53c_1ff1fc29][bookmark: _LINE__4_7483472e_d66f_469c_a062_6791bf8][bookmark: _PROCESSED_CHANGE__e7cd1cb8_897d_4f42_a3][bookmark: _STATUTE_NUMBER__101c3e80_3f4c_4424_81d2][bookmark: _STATUTE_HEADNOTE__853569af_f6bc_49ec_a3]§1832.  Safety and security in hospitals; cybersecurity
[bookmark: _STATUTE_NUMBER__72d1e64e_3be3_4d6b_9bc4][bookmark: _STATUTE_SS__f2e021a7_5ba3_4156_855b_486][bookmark: _PAR__4_a89463d6_546b_406f_b375_4880522e][bookmark: _LINE__5_ba5e047f_fa2d_4be6_a110_be76001][bookmark: _STATUTE_HEADNOTE__65af23d3_bb6e_4146_82][bookmark: _STATUTE_CONTENT__745f94ac_15cb_4bc2_a53][bookmark: _LINE__6_f8fc3161_6568_40f2_bd57_ba84792][bookmark: _LINE__7_5c8661ec_2dbe_4ff1_9459_1c503d2][bookmark: _LINE__8_fda36e48_a545_4d96_9d13_a35fd2b][bookmark: _LINE__9_c62ab636_f5db_4b0f_88ec_7de62fb][bookmark: _LINE__10_d99a0eec_1b48_4b7b_831b_de588e][bookmark: _LINE__11_b8f46682_5a8e_4d1e_8b7c_2275dc]1.  Safety and security plan.  A hospital licensed under this chapter shall, on an annual basis, adopt a safety and security plan to protect the patients, visitors and employees of the hospital from aggressive and violent behavior.  The safety and security plan must include a process for hospitals to receive and record incidents and threats of violent behavior occurring at or arising out of employment at the hospital.  The safety and security plan must prohibit a representative or employee of the hospital from interfering with a person making a report as provided in the plan.
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[bookmark: _STATUTE_NUMBER__cd72e492_aefa_44c6_8344][bookmark: _STATUTE_P__71c280f7_cd0a_4f85_b655_8ad4][bookmark: _PAR__6_d4d442da_7c19_43fb_96d8_be9f5151][bookmark: _LINE__16_c5dbd3da_3142_442d_acaf_30f23c][bookmark: _STATUTE_CONTENT__7fac57c8_99ef_4344_9ca]A.  As used in this subsection, the following terms have the following meanings.
[bookmark: _STATUTE_SP__d3de9c75_9315_44c8_847e_4e7][bookmark: _PAR__7_ec21c344_f86b_4f55_af96_d941999e][bookmark: _LINE__17_2a206fca_a27e_4344_94b8_a225a8][bookmark: _STATUTE_NUMBER__315d5371_fe0b_4415_a9bd][bookmark: _STATUTE_CONTENT__dca81122_bdfd_48f9_a33][bookmark: _LINE__18_f23fe193_c242_4bcc_813c_5b2ce3][bookmark: _LINE__19_7d1d5da3_7dfc_45ac_96c1_3076e3](1) "Cybersecurity" means the process of preventing unauthorized modification, misuse or denial of use, or the unauthorized use, of information that is stored, accessed or transferred from an electronic device to an external recipient.
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[bookmark: _STATUTE_SP__6c02353b_13bd_47dd_adcc_7c6][bookmark: _PAR__10_f137fabc_9baa_47e6_8aeb_ca7f90d][bookmark: _LINE__23_97e246db_a4cb_4f71_8994_35dbe0][bookmark: _STATUTE_NUMBER__396d773f_1224_4f76_9cfb][bookmark: _STATUTE_CONTENT__4c573020_f7cb_4c5c_a95][bookmark: _LINE__24_283d2308_046e_4ecc_bb0f_59ce8d][bookmark: _LINE__25_dab0cd2b_6432_4ea4_a336_39c4f3](1) A provision for the timely notification of a cybersecurity intrusion to appropriate parties, including, but not limited to, law enforcement agencies, hospital patients, health care providers, municipalities and state regulators;
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[bookmark: _STATUTE_P__d667fba8_1e9b_460b_993e_6c54][bookmark: _STATUTE_CONTENT__d1530e2e_747c_4f13_88b][bookmark: _PAR__16_50d0b9fc_9107_4845_a6ff_61122ef][bookmark: _LINE__37_6de8d7cf_1164_4848_b249_7fc096][bookmark: _LINE__38_d860fda9_e727_4cb4_b691_d8589f]A hospital licensed under this chapter shall annually perform a test run of the cybersecurity plan to assess the implementation of the plan. 
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[bookmark: _STATUTE_NUMBER__9fce2a61_0a95_4576_b813][bookmark: _STATUTE_P__a36ba9c1_26a1_4171_8dc4_a6f5][bookmark: _PAR__6_54746752_7cc7_40fd_9c79_809b9558][bookmark: _LINE__10_ac6064c6_8fef_405c_8d7a_598ec2][bookmark: _PROCESSED_CHANGE__930b7138_0020_48ab_a3][bookmark: _STATUTE_CONTENT__91cfce44_5d7d_4266_811][bookmark: _LINE__11_479f6a0e_6b49_4ee9_9a1d_c6fb87]E.  Cybersecurity intrusions, as defined in section 1832, subsection 2, paragraph A, subparagraph (2), impacting patients' access to medical care.
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[bookmark: _PAR__8_f75cd1d4_7f52_4efd_a8c2_e2ff0aed][bookmark: _LINE__13_b767977e_84e3_46b9_ab8e_1f2e91][bookmark: _LINE__14_fbfc5432_4d11_45d9_b862_58ef91][bookmark: _LINE__15_39f39e08_638d_48f3_8231_54ef1b][bookmark: _LINE__16_0480461a_f974_4f9b_b1f6_df1c5a][bookmark: _LINE__17_d47bd690_dbb4_499f_8ad1_daf9c0][bookmark: _LINE__18_96fd70bb_cfb6_476f_b7be_8f207c][bookmark: _LINE__19_04df7e0b_e6f3_4ac0_8f79_8224d7][bookmark: _LINE__20_d72e9f25_771c_469a_8e96_ebef74]This bill requires hospitals to adopt and submit to the Department of Health and Human Services a cybersecurity plan that includes provisions related to notifications, communications, continuity of care for patients and patient complaint processes in the event of a cybersecurity intrusion.  The cybersecurity plan must include a provision for cybersecurity training for hospital employees and board members and organizations affiliated with the hospital.  The bill also adds cybersecurity intrusions impacting patients' access to medical care to the definition of "sentinel event" in the laws governing required reporting of sentinel events.
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